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11.1 Introduction

Part 11 of the Constitution contains a list of documents as a source of guidance
and information to Councillors, Council officers and members of the public.



Contents

PART 11 OTHER ...ttt et et e e et e et e ea e e en e enaeens 1
T1. 1 INTrOdUCTION Lovviiiiiiiiiiii e 2
11.2 - Environmental Information RegulationsS ......ccccvveiiiiiiiiiinininiiiiiiiirreeeeenenes 7
T4, 8 - E-PetitiONS ettt e e e e 8
11.4 - Guidance For Members on Outside Bodies........c.cceviviiiiiiiiiiiiiiiininninnn. 9
11.5 - Councillors' guide to handling harassment, abuse and intimidation........ 20
11.6 - An introduction to social media for councillors.........c.cccceevviiiiiniinninnnnn. 23

11.7 - Checklist for councillors - How can you most effectively use social media

AS @ COUNCILOI? ieuiiiiiiiiii et 29
11.8 WORKING IN PARTNERSHIP - 2025 REGISTER .......oiiiiiiiiiiiieiieciceeeen. 39
11.9 DARTFORD BOROUGH COUNCIL - POLICY FOR INTERROGATING SOCIAL
MEDIA FOR INVESTIGATIVE PURPOSES ......ccouiiiiiiiiiee e 92
11.10 POLICY ON THE DISPOSAL OF SURPLUS AND UNDERUSED LAND AND
PROPERTY OWNED BY THE COUNCIL ...cvuiiiiiiiiiiiieiieeei et 287
1. AIMS OF THIS POLICY ..ttt ettt et et e ee e een e 287
2.THE ‘SURPLUS’ TEST ... ittt ettt et 288
3. OTHER STEPS TO FACILITATE THE DISPOSALPROCESS........c.ccceueennnennn. 298
A.REFERENGES ...ttt ettt e e e e 299
OPTIONS. .. ettt et e e e e et e ea e ean e eneeens 299
APPENDIX T 1ttt ettt et ettt e e e e et e et e e e e e eaaeeeas 300
1. LEGALPOWERS..... .ottt et e e e 300
2. AlUotment Acts 1908 10 1950 ....c.iuuiiiiiiiiiiiiiiiei e 301
3. CharitieS ACT 2077 .ovuiiiiiiiiiiii e 301
4. Housing Act 1985 (asamended) ....ccceviiiiiiiiiiiiiiiccic e 302
5.  Local Government Act 1988 —Section 25........cceiuiiiiiiniiiiiniiiiinninnnee. 302
6. Town and Country Planning Act 1990 —Section 233 .....ccciviiiiiiinininnnnnns 302
210 ] o 1110 VA ©70] 014 {0 ] W 303
8.  Public Procurement ......couiiuiiiiiiiiiiiiii e 303
APPENDIX 2. ettt ettt ettt et aa e 304
11.11 PREDISPOSITION, PREDETERMINATION AND BIAS FACTSHEET............ 310



11.12 PROTOCOL ON THE USE OF COUNCIL FACILITIES AND RESOURCES BY
COUNCILLORS 314

T.AINTRODUCTION . .. oottt e 314
2. USE OF FACILITIES AND RESOURCES ........ccciiiiiiiiiiniiiicccicene 314
3. PUBLICITY CODE ....coutiiiiiiiiiiiiiii e 315
4. ELECTIONPERIODS........citiiiiiiiiiiiiii e 315
5. PRIVATE/PERSONAL USE .....ccoiiiiiiiiiiiiiii i, 316
6. COMPLAINTS AND ALLEGATIONS OF BREACHES OF THIS PROTOCOL 317
7. OVERSEEING COMPLIANCE WITH THIS PROTOCOL......cccccuvviniinninnnen. 317
8. FURTHER GUIDANCE.......ccuiiiiiiiiiiiiiicii i 317
11.13 USE OF COUNCIL FACILITIES AND RESOURCES BY COUNCILLORS
FACTSHEET ..ot 318
11.14 - LOBBYING FACTSHEET ...ttt 320
11.15-HOW TO DEAL WITH CONFIDENTIAL INFORMATION FACTSHEET ....... 322



PART 11.1 - DUAL-HATTED MEMBERS FACTSHEET

A.What is a dual-hatted member? Dual-hatted members are Councillors who
serve on two or more authorities; for instance, a Member who is both a Borough
and Parish Councillor.

B.Will | always have an interest or be conflicted in other ways because of my
membership of another authority/body, particularly if | have considered the
matter at a meeting of the other authority/body? No — although you will not
automatically have an interest or be conflicted (through predetermination or
bias) in an item under discussion at Borough Council level, you should
always consider whether you have an interest which affects you to a greater
extent than Council Tax payers etc and whether a reasonable member of the
public, with knowledge of the relevant facts, would believe that your ability to
judge the public interest would be impaired.

C.When will my membership of another authority/body give rise to a
prejudicial interest? If all of the following conditions are met:

the matter being discussed, affects the other authority’s/body’s financial

position; and )

your interest affects you to a greater extent than Council Tax payers etc; and
- areasonable member of the public with knowledge of the relevant facts,

would believe that your ability to judge the public interest would be
impaired.

Note: A regulatory application, including a matter of consent or approval,
licence, permission or registration made by the other authority/body, is
considered to have an impact upon the financial interests of that
authority/body.

D.When will my membership of another authority/body give rise to a
disclosable pecuniary interest? Where for example, you are employed by
the other authority as a parish clerk.

E.Can | participate in the discussion and vote on an item in which | have a
prejudicial or disclosable pecuniary interest? Only if you have been granted
a dispensation to speak or to speak and vote. Otherwise, you must withdraw
from the meeting room during the debate and vote on the item.

Remember to declare at the beginning of the meeting, or as soon as you
become aware of the interest, the existence and nature of the interest and
how the business under consideration relates to your membership of the
other authority/body.

F.Do | need to consider whether my membership of another authority/body
raises other conflicts? Yes - although you may not have a prejudicial or
disclosable pecuniary interest, you may be conflicted because of actual or
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perceived predetermination or bias.

Can I represent my constituents if | have a prejudicial or disclosable pecuniary
interest or if | am conflicted in other ways? Yes, by:

+ making written representations - these should be addressed to officers;
« arranging for another Member to represent the views of your constituents.

G. Which Code applies if | am on more than one authority or if | represent
the Borough Council on another authority? You must abide by the code of
conduct that applies to the authority whose business you are carrying out at the
time. So for example, if you are a Borough Councillor and also a Kent County
Councillor, you will be bound by the County Council’s code of conduct when
carrying out County Council business.

If you represent the Borough Council on any other body, you must comply
with the Borough Council’s Code of Conduct — except where it conflicts with
any other legal obligations by which the other body is bound. You should seek
legal advice if you consider that the provisions of the Borough Council’s Code
of Conduct conflict with other legal obligations. These circumstances will not
arise very often.

If | serve on more than one authority, do | need to register my interests for each
authority?

Yes.

If | serve on more than one authority, do | need to register my interests for each
authority?

Yes.
H.Find out more - The Probity in Planning Protocol and the Probity in Licensing

Protocol offer further guidance. Advice or clarification can be sought from the
Monitoring Officer or the Head of Legal Services.



11.2 - Environmental Information Regulations

Equalities: We are subject to numerous legal duties relating to equalities e.g.
race, disability, gender etc. We recognise and welcome those duties, which are
embraced in our Equality and Diversity Document Framework

You have the right to access environmental information under the Environmental
Information Regulations . This is separate from your rights under the Freedom of
Information Act.

Environmental information’ is a broad term, and includes:

« information on the state of the environment and factors effecting the
environment, such as flooding, habitat loss, greenhouse gases, radioactive
waste, noise, building developments and so on

« information on measures such as policies, legislation, environmental
agreements and also economic and cost-benefit analyses of these
measures

« information on the state of human health and safety, the food chain,
cultural/built structures and the conditions of human life where they are
affected by environmental factors, such as acid rain or air pollution.

What kind of environmental information is there in the archives?

The Council holds all kinds of environmental information, including information
about pollution (including air, water and noise).

Is there any information | can’t see?

The Environmental Information Regulations contain a number of exceptions. We
will not withhold information unless an exception applies.

How do | make a request for information:

Contact the FOI team Online  We monitor non-routine requests only

Feedback - Give us your feedback using this Online Form

FOI

Dartford Borough Council
Civic Centre

Home Gardens

Dartford Kent

DA1 1DR

Tel: 01322 343434
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https://www.dartford.gov.uk/downloads/file/727/equality-and-diversity-document-framework
http://www.legislation.gov.uk/uksi/2004/3391/contents/made
http://www.legislation.gov.uk/uksi/2004/3391/contents/made
https://dartford.disclosure-log.co.uk/1
https://www.dartford.gov.uk/downloads/download/1067/non-routine-requests-defined
https://windmz.dartford.gov.uk/ufs/BP_FOI_COMMENT.eb

DX: 142726 DARTFORD 7
Online: Contact our FOI Team

11.3 - E-Petitions

Equalities: We are subject to numerous legal duties relating to equalities e.g.
race, disability, gender etc. We recognise and welcome those duties, which are
embraced in our Equality and Diversity Document Framework.

Any person who is registered on the electoral role for the Borough, may submit a
petition, in accordance with Part 2 of the Petitions Guidelines.

The Council will not respond to e-Petitions which are submitted by other means
eg: email chain/pyramid. e-Petitions will be rejected, if submitted by other means.

e-Petitions are presented in the order in which they are received. All e-Petitions,
whether accepted or rejected, will be maintained on the Council's website for 3
months, from the date of receipt and then archived. e-Petitions must follow the
procedure in Part 2 of the Petitions Guideline.

During politically sensitive periods, such as prior to an election, politically
controversial material may need to be restricted.

Read Part 2 of the Petitions Guidelines to find out how to submit an e-Petition
and how the Council will deal with your ePetition.

Submit a new ePetition

Petitions received and Responses

Disclaimer - The Council accepts no liability for the e-Petitions on its web pages.
The views expressed in e-Petitions do not necessarily reflect those of the Council.

If you are having problems submitting an e-Petition or would like further advice
and information, please contact Democratic Services (contact details below) and
we will be happy to assist you.

Civic Centre
Home Gardens
Dartford

Kent

DA1 1DR

Tel: 01322 343430

Legal/Outside Bodies/Guidance for Members on Outside Bodies


https://dartford.disclosure-log.co.uk/1
https://www.dartford.gov.uk/downloads/file/727/equality-and-diversity-document-framework
https://www.dartford.gov.uk/downloads/file/590/petitions-guidelines
https://www.dartford.gov.uk/downloads/file/590/petitions-guidelines
https://www.dartford.gov.uk/downloads/file/590/petitions-guidelines
https://www.dartford.gov.uk/downloads/file/587/the-dartford-borough-council-petitions-template
https://www.dartford.gov.uk/council-consultations/petitions-received-responses

11.4 — Guidance For Members on Outside Bodies

Introduction

1.1 With the increasing emphasis on partnership working, councillors, as
community leaders, have an important role to fulfil in supporting and
advising outside bodies. However, this can give rise to conflicts of
interest, particularly where the organisation is seeking or receiving
funding from the Council. Members always need to be clear about their
roles and alert to potential conflicts of interest, in order to ensure
transparency and public confidence in local democracy.

1.2This guidance covers, primarily, the position of Members appointed by
the Council to serve on outside bodies, though much of the advice
applies equally to Members who are involved with outside bodies in a
private capacity. In those situations, however, the Council’s
insurance/indemnity cover will not apply.

This guidance supplements the advice in the Member/Officer Relations
Protocol and the [Member] Code of Conduct.

1.3In the context of this guidance, ‘outside bodies’ include trusts,
companies, charities, school governing bodies, industrial and provident
societies and community associations. Members may be involved as a
director, trustee, governor or member (with or without voting powers).

1.4Members who are involved in the management of outside bodies have
responsibilities to that body that must be acted upon. Their role,
responsibilities and potential liabilities will depend upon the legal nature
of the organisation and the capacity in which they have been appointed.
Failure to act in a proper manner may give rise to personal liability or
liability for the Council.

2. ISSUES TO CONSIDER BEFORE APPOINTMENT

2.1 Membership on outside bodies can take various forms and it would be
prudent to establish the capacity in which you are appointed. This may be
either:

e as a member of the management committee, board of directors, or
committee of trustees of the outside body. Here, you will not only be
representing the interests of the Council, but you will also have duties to the
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outside body and a role in its governance. If you serve in a decision-making
capacity or have a position of general control or management on the outside
body, whether company, trust or other association, you owe duties and
responsibilities to that body which are separate and distinct from your duties
owed to the Council. On occasion, itis likely that duties owed to the outside
body and to the Council, will conflict e.g. if you are the treasurer of an outside
body who has applied to the Council for grant funding; or

e as an ‘observer’, or undertaking a monitoring role, facilitating exchanges of
views or information as an extension of your Council duties, but take no part
in the outside body’s management or governance, other than to attend and
vote atannual or general meetings. Here, you will be mainly concerned with
representing the Council and will not have responsibilities for governance of
the body.

2.2 Before accepting an appointment to an outside body, you should check:

the legal status of the organisation e.g. company, trust, charity,
unincorporated association;

the capacity in which the they are to be appointed e.g. director, trustee,
member with voting rights or member with observer status;

the purpose of the organisation and how this relates to the Council’s functions
and objectives;

the relationship between the Council and the body and the likelihood and
extent of any conflicts of interest;

the requirements of the organisation’s governing instrument (e.g.
constitution; trust deed, memorandum and articles of association), both as a
member and generally;

the financial status of the organisation;

the organisation’s governance and decision making arrangements,
including the management of risk;

the organisation’s code of conduct for its members;

potential liabilities for the organisation’s members;

the extent of the organization’s insurance/indemnity cover for its
members;

the application of the Council’s [Member] Code of Conduct;

bias factors on objective appraisal.

It is your responsibility to obtain the answers to these matters.

2.3 Having checked the above matters, you should consider carefully whether
you should be appointed to participate formally in the management of the
external organisation e.g. as a director, trustee or voting member, or
whether your role as a representative of the Council, may be more
effectively discharged as a non-voting member with observer status only.

2.4 You are entitled to all reasonable assistance from Officers in support of your
role as Council representatives on outside bodies. Such assistance will
include the provision of information about the body and the identification of
a contact Officer to be available for briefing purposes and to assist you in
reporting back to the Council on the activities of the body.
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3. CODES OF CONDUCT
3.1 The Council’s adopted [Member] Code of Conduct states:

(a) “You must promote and support high standards of conduct when servingin
your public post, in particular as characterised by the above requirements,
by leadership and example. You should have regard to the Council’s
guidance in Protocols on the conduct between officers and members and
the conduct when serving on outside bodies’.

(b) ‘Failure to declare a Disclosable Pecuniary Interest may be a criminal
offence and you should also declare any Prejudicial Interest that relates to
your public duties and must take steps to resolve any conflicts arisingin a
way that protects the public interest. You should register and declare your
interests in a manner conforming with the procedures set out by the
Council, including Standing Order 19.

The expectation in the public mind is that, whatever your appointed role, you will at
all times, act in the public interest, provide leadership for your community and
conduct yourself appropriately.

3.2 When appointed to an outside body, you will have responsibilities as amember
of the outside body. These responsibilities may potentially include personal
liabilities and may also raise questions of conflicts of interest. Conflicts of
interest may arise through competing personal interests, or the competing
interests of the outside body of which you are a member. You will therefore
need to consider whether you can accept such an appointment in each case.

3.3 Conflicting interests should be declared on every occasion. It will be a matter
for your individual judgement as to whether your interest, in the context of the
Council’s decision making process, amounts to a prejudicial interest (see
Appendix B for the definition of ‘prejudicial interest’).

Where you have a prejudicial interest in a matter to be considered, or being
considered at a meeting you must:

3.3.1 disclose the interest; and

3.3.2 explain the nature of that interest at the commencement of that
consideration or when the interest becomes apparent; and unless you
have been granted a dispensation, you must:

3.3.3 not participate in any discussion of, or vote taken on, the matter at
the meeting; and

3.34 withdraw from the meeting room whenever it becomes apparent that
the business is being considered; and

3.3.5 not seek improperly to influence a decision about that business.

3.41n the context of the outside body’s decision making process, conflicting
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interests should also be declared on every occasion and you should have
regard to the organisation’s governance and decision making arrangements or
code of conduct rules on conflicts ofinterest.

4 BIAS

4.1 Where you might be inclined to the view that you have no prejudicial interest,
your duties as a director, or as a trustee or a member of a management
committee may well be regarded, on an objective appraisal, as giving rise to a
legitimate fear of lack of impartiality, especially having regard to the desirability
of maintaining public confidence. Participation in the decision making at a
Council committee meeting by a Councillor disqualified by bias, potentially
invalidates the decision.

4.2 Where your membership on the outside body is in an advisory or consultative
basis, bias will not be assumed from mere membership. However, once the
outside body has a line which is being advocated by you and you take part in
the

Council’s decision making process, it is likely that the Court would find bias, which
could result in the Council’s decision being struck down.

5 LEGAL STATUS, CAPACITY, DUTIES AND LIABILITIES

5.1 Your specific responsibilities as a member of the outside body will depend upon
the legal status of the outside body and the capacity in which you have been
appointed. The position in relation to various types of outside body is
summarised in Appendix A to this guidance.

5.2The key pointto note is that where you are carrying out your duties as a director,
trustee, or management committee member, you may take account of the
wishes of the Council, but your primary duty is to act in the best interests of
the organisation to which you have been appointed.

6 COUNCIL INSURANCE/INDEMNITY

6.1 The Council’s insurance/indemnity cover only operates when you are pursuing
your Council duties.

6.2 Generally, whilst the Council appoints councillors to outside bodies, once
appointed, they actas members of the outside body ratherthan as councillors.
If you serve as a director of a company, trustee of a charity or in other decision-
making capacities on outside bodies, you serve the particular body rather than
the Council and it follows that the Council cannot indemnify you against
claims brought against you personally. Where there is any possibility of legal
liability, the outside body should effect appropriate insurance cover for its
directors, company officers, trustees, committee members etc.
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6.2 The Council's insurance/indemnity cover will only extend to you, where you are
assisting the outside body as an adviser or observer, either through facilitating
exchanges of views or information as an extension of your Council duties or,
otherwise representing the Council. The Council will provide insurance/indemnity
cover where the organisation is a joint committee of two or more local authorities.

7. SUBSTITUTION

7.1 Where you take no part in the outside body’s management or governance,
other than to attend and vote at annual or general meetings e.g. as an
‘observer’, or undertaking a monitoring role, facilitating exchanges of views or
information as an extension of your Council duties, another Councillor may
substitute for you on the outside body. However, if you have a role in the
governance of the outside body.

i.e. you serve in a decision-making capacity or have a position of general control
or management as director, trustee etc, no other Councillor can substitute for you.

8. FEEDBACK

8.1 Feedback s an excellent vehicle to communicate the Council’s involvement in
outside bodies to the wider community. It is important for the Council to
receive feedback on issues affecting outside organisations where Members are
nominated to represent the Council.

8.2 Members’ feedback demonstrates transparency in local government through
the openreporting of their activities and involvements with and on behalf of the
Council with outside bodies.

8.3 You will report back to the Council (at least twice yearly) on your involvementin
outside bodies. In most instances, the report will be in the form of the minutes
of the outside body, to be noted in the Members’ Information Bulletin. On
occasions, these minutes may be edited to protect confidentiality or withheld
entirely from the public domain, on grounds of confidentiality.

9. COMPLAINTS AND ALLEGATIONS OF BREACHES OF THIS GUIDANCE

9.1 Allegations of any failure to meet this guidance must be made in writing, to the
Monitoring Officer. The Monitoring Officer will consider how the complaint or
allegation should be dealt with. At a minor level, this may be no more than
informally referring the matter to the Leader of the relevant party group. More
serious complaints may result in an investigation and a hearing before the Hearing
Panel.

9.2 OVERSEEING COMPLIANCE WITH THIS GUIDANCE
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The Audit Board oversees compliance with this guidance.

9.3 FURTHER GUIDANCE

Further advice or clarification can be sought from the Monitoring Officer or the
Head of Legal Services.

Adopted by the General Assembly of the Council - 30.07.2007 [Min.No.53] Reviewed under Managing
Director’s delegation 26.09.2012

14

Legal/Outside Bodies/Guidance for Members on Outside Bodies



APPENDIX A

Director of Limited Company

If the body is a limited company, it is likely that you will be appointed as a company
director. You will need to complete a form giving your details for filing in the Register
of Companies at Companies House htip://www.companieshouse.gov.uk/ The
company secretary will assist you with this and advise you on your duties to the
company.

Duties of a company director are not the same as your responsibilities as a councillor.
Briefly your responsibilities as a director are:

(i) To promote the success of the company

(i) To exercise care, diligence and skill

(iii) Not to exceed powers

(iv) To comply with the Companies Acts

(v) To avoid conflicts of interest

(vi) To exercise independent judgement

(vii)  Notto accept benefits from third parties

(viii)  To declare an interestin a proposed transaction or arrangement with the
company.

Local trusts

Occasionally, you may be invited to serve on local trusts which provide that the local
councillor is a trustee ex officio. Many such trusts are of some antiquity and often relate
to village halls or other community facilities.

‘Ex officio’ is a Latin term meaning ‘by virtue of office or position.” Ex-officio members
of boards and committees, therefore, are persons who are members by virtue of some
other office or position that they hold. Without exception, ex-officio members of boards
and committees have exactly the same rights and privileges as do all other members,
including, of course, the right to vote.

Charity trustees

A number of useful publications are available on the Charity Commission’s website at
www.charitycommission.gov.uk Publication CC3 — ‘The Essential Trustee’ what you
need to know is a useful reference document. Those who are responsible for the
control and administration of a charity are referred to as trustees, even where the
organisation is a company limited by guarantee, and even though they are not strictly
trustees.

A charity may also be unincorporated (see below). The main duties of charity trustees
can be summarised as follows, although the outside body should be in a position to
advise you more specifically on your duties. You must:
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(1) actin accordance with the charity’s trust deed or governingdocument;
(2) protect the charity’s assets and manage the charity's affairs prudently;
(3) comply with the Charities Acts and the Trustee Act 2000;

(4) not make a private profit or personal gain from your position of control;
(5) take proper professional advice on matters on which you are not
competent.

Unincorporated organisations

Groups which are not limited companies may be ‘unincorporated associations’ which
have no separate identity from their members. The rules governing the organisation’s
members’ duties and liabilities will (or should) be set out in a constitution, which is
simply an agreement between members as to how the organisation will operate.
Usually, the constitution will provide for a management committee to be responsible
for the everyday running of the organisation. Management committee members must
act within the constitution and must take reasonable care when exercising their powers.

If you are involved in a decision-making capacity or have a position of general control
or management on an unincorporated body, you will need to be aware that as the body
has no separate corporate status, any liabilities will fall upon you personally and you
will need to assess the risk of personal liability and the extent to which this has been
covered by insurance, which should be taken out in the name of the organisation’s
committee members.

Local authority companies

Legislation seeks to restrict and control companies which have a connection with local
authorities, either because of the level of interest owned by the local authority, or
because of the degree of business and involvement between the local authority and
the company.

There are three types of local authority companies which are affected by the legislation.
These are controlled, influenced and minority companies.

e Controlled company: where there is more than 50% local authority
interest;

¢ Influenced company: where there is at least 20% local authority interest
plus a business relationship with the company accounting for over 50% of
the company's turnover and/or the company is located on local authority
land leased or sold for less than best consideration;

e Minority company: where the local authority’s interest is less than 20%.
This type of company is not treated as part of the local authority, and is able
to act with more freedom (subject to the other provisions affecting
companies in general).

Controlled and influenced companies are also known as ‘regulated companies’, under
the effective control of the local authority, and under the legislation, subject to the
capital finance regime which applies to local authorities, as well as other special
propriety controls. For this reason, the Council usually ensures that any involvement it
has in companies, is kept below 20%, i.e. that less than 20% of voting rights/directors
are associated with the Council.
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If you are nominated a director of a company which has a Council interest, you owe
specific duties, obligations, responsibilities etc to the company, as the company is a
separate legal entity from the Council.

Joint committee

A joint committee comprising the Council and other local authorities is established
under specific legislative provisions e.g. Eltham Crematorium Joint Committee and is
not an ‘outside body’. Your appointment to a joint committee is treated in exactly the

same way as your appointment to any other Council committee. You are collectively
responsible with other members of the joint committee, for the committee’s decision
making process. You must comply with the [Dartford] Council’s [Member] Code of
Conduct.

Partnership arrangements

The Council may from time to time enter into a co-ordinated, joined-up and partnership
approach with other local authorities and organisations. This may be on a voluntary
basis e.g. Thames Gateway Kent Partnership or as required by law e.g. Dartford and
Gravesham Community Safety Partnership (CSP) between Dartford and Gravesham
Councils and other partners, such as the police service, police authority, fire service,
PCT and KCC.

The partnership will, in almost all cases, be an unincorporated association and
therefore not a formal partnership in law. Your appointment to such a partnership is
treated in exactly the same way as your appointment to an outside body.
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APPENDIX B

Prejudicial Interests (as prescribed by Dartford Borough Council)

A prejudicial interest means an interest (other than a Disclosable Pecuniary
Interest) in any matter under consideration at any meeting which may

reasonably be regarded as affecting your financial position or the financial

position of a person or body you are associated with:-

(@) -toagreater extentthan other council tax payers, ratepayers or inhabitants of
the Council’s area; and

(b) - where a member of the public with knowledge of the relevant facts would
reasonably regard the interest as being so significant that it is likely to
prejudice yourjudgment.

You will not normally have a prejudicial interest if:

(a) you are a tenant of the Council provided that the matter under consideration
does not relate particularly to your tenancy or lease;or

(b) you are a parent or guardian of a child in full time education, unless the matter
under consideration relates particularly to the school which your child attends;
or

(c) you are in receipt of, or are entitled to the receipt of, statutory sick pay under
Part Xl of the Social Security Contributions and Benefits Act 1992; or

(d) as a member of the Council, you are given a payment or indemnity;or

(e) as a member of the Council, you are being/have been bestowed a ceremonial
honour by the Council; or

(f) the Councilis setting the council tax or a precept under the Local Government
Finance Act 1992; or

(9) you serve as a member of a body exercising functions of a public nature (e.g.
other government agencies, other councils, public health bodies, school
governing bodies), unless the matter under consideration relates particularly to
the body.
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ocal
Government

Association

Amendment authorised by the GAC - 27.02.17 — Min. No.75(4)
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11.5 - Councillors’ guide to handling harassment, abuse and intimidation

Practical steps that you and your council can undertake
to protect yourself as a person in a public position.

Introduction

The role of local government is to set out and deliver local priorities and
services on behalf of local communities. Councillors are local leaders and
champions, bridging the gap between residents and local government.
They take decisions on behalf of local residents and champion the issues
affecting them. Becoming and serving as a councillor is a huge privilege
and responsibility, but it also means councillors are very visible and often
easily accessible to residents.

A pressing concern facing those in public office is the increasing levels of
intimidation, harassment and abuse they are experiencing. While debate
and expressing different views is all part of a healthy representative
democracy, these unacceptable behaviours undermine the key democratic
principles of free speech, debate and engagement, and sometimes pose a
risk to councillors’ safety. Thankfully, serious incidents remain very rare.

Councillors, their peers, political parties, council officers and, when
necessary, the police, all have a role to place in addressing harassment,
abuse, and intimidation. We are aware that the growth in public intimidation
can put people off standing for election and this issue may affect some
more than others. However, prospective and elected councillors should
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bear in mind that they are not alone in dealing with abuse and intimidation
and there are an increasing number of ways to protect themselves and be
supported by those around them.

We want to encourage more people to stand for election, including a more
diverse range of people to represent their local communities. We do this
through the Be a Councillor campaign and_resources like this Guide and
others under the Civility in Public Life programme.

In recognition of the impact of abuse and intimidation of councillors, the
LGA has come together with the Welsh LGA, the Northern Ireland LGA and
the Convention of Scottish Local Authorities to produce this and other
guidance.

Using this guidance

The aim of this Guide is to provide councillors and councils with practical
steps they can follow to decrease the likelihood of experiencing
harassment, abuse and intimidation and give them some ideas on how to
respond should an incident occur. The Guide has been developed based
on the most relevant research, and best practice recognised across a
range of organisations, as well as the direct experience of councillors.

Throughout the Guide we have provided some examples of criminal
offences which may be relevant, however these examples are not
exhaustive. You should report any concerns about behaviour or conduct,
whether online or in person, which make you feel uncomfortable or unsafe
to the police who have a duty to take your report seriously.

A summary of what you can expect from the police and other criminal
justice agencies is included later in this Guide. Supporting councillors
dealing with harassment, abuse and intimidation is of upmost importance
given the potentially harmful impact that such actions have on their and
their family’s mental health and wellbeing. Councillors who feel anxious,
worried or seeing their daily routines adversely affected should speak
with their local GP.

We are aware that support available to councillors may vary from council to
council across the four nations. We would encourage councils, political
parties and others supporting councillors to consider the Advice for
supporting councillors section of this guide, which includes helpful tips
and case studies, and consider advice from other associations across the
UK as necessary.
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Finally, this guidance does briefly consider the issue of online abuse,
including on social media. However, we know that this issue is of growing
significance and so the LGA has produced a separate suite of guidance to
support councillors using social media.

Please note that this Guide does not take the place of legal advice or
personalised advice from the police on offences or personal security. If you
are concerned about your personal safety or security as a result of abuse,
harassment or intimidation contact the police.

*
Local L S Ll

*-ﬁ-—* .
Government Frtt
Association CLILC « WLGA

Please note that this guide does not take the place of legal advice or
personalised advice from the police on offences or personal security. If you
are concerned about your personal safety or security as a result of abuse,
harassment or intimidation, do contact your local police force.
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11.6 - An introduction to social media for councillors

This is an introduction for councillors on the use of social
media. It includes an overview of how and why
councillors should use it, their responsibilities, ways to
stay safe and approaches to handling negativity.

Objectives

Getting started on social media

« Why should councillors use social media?
« Communicating on social media
« Prioritising what social media platform you use

Staying safe and secure online

« Setting yourself up to stay safe on social media

23

Legal/Outside Bodies/Guidance for Members on Outside Bodies


https://www.local.gov.uk/

« Separating your councillor role and family life online

Your responsibilities as a councillor

« The golden rule to follow
« Understanding what you can and can't post online, including legally

How to deal with negativity and abuse online

Learning not to 'feed' social media 'trolls’

LGA 'rules of engagement' — share our digital citizenship infographics
Being confident to block and delete followers

Taking a break from social media

Getting started on social media
Why should councillors use social media?

Effective communication is at the heart of success for any councillor. Over
the last few years, social media has transformed how elected
representatives communicate with their communities. For some, their first
time using social media happens after their election as a councillor,
whereas others are already experienced at using social media. This guide
offers support and guidance to all.

There are many key benefits to using social media as a councillor. Using
social media, in particular highly used platforms like Facebook, enables
councillors to engage regularly with many residents across all age groups
and demographics, including local residents who are much less likely to
read leaflets or attend council meetings. This has been demonstrated in the
COVID-19 pandemic. With face-to-face meetings impossible for a long
time, social media enabled people to stay in touch with their elected
representatives (and vice versa) in a period in which community support
and engagement were vital.

Using social media enables councillors to engage
regularly with residents across all age groups and
demographics

Communicating on social media
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Social media communication is not only useful for sharing information,
although that is a key part of it. There are many other advantages of using
social media, including that it enables councillors to have a digital ‘listening
ear’ on online conversations about what's going on in your local community
whether they are happening on Facebook pages or groups, Twitter
hashtags for your town, or on Nextdoor — a networking service for
neighbourhoods.

Social media platforms also offer councillors a cost-effective and speedy
way to report back to residents about issues, the work of the council and
what you’re doing as their councillor. While traditional communication
methods like leaflets and local media coverage are still important, posts on
social media are immediate and offer you the opportunity to respond to
what’s going on in your local area swiftly and with impact.

Prioritise what social media platform you use

There are many, many social media platforms available to use. Some are
much more used than others, however. Statista estimates that there are
more than 53 million social media users in the UK in 2022. Facebook has
the largest market share with 56 per cent of visits in 2021, followed by
Twitter with almost 24 per cent.

Different social media platforms will give you the opportunity to speak with
different audiences — different members of your local community. Many
people use Twitter to access news. Twitter is made up of very short
messages (‘posts’) — there can be a maximum of 240 characters in one
tweet. Instagram is a highly visual platform — it’s all about photos and
videos. While you can add photos and videos to Twitter, doing so is not its
main aim — Instagram, on the other hand, is focused on images and
engagements with them.

As a councillor, you need to use your time effectively — you're a busy
person! Our advice is to start by prioritising one key social media platform
and become confident and impactful on it before deciding to move on to
others.

You may wish to start with Facebook because it has the widest reach
across all audiences in the UK. Facebook is the main social media platform
that residents in your area will be looking at for information.

There are other options, though. Twitter is a great platform to be able to
quickly find out information and have real-time, one-to-one conversations
with immediate feedback. Instagram is a highly visual platform. To use it
you'll need good photos and video content.
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Nextdoor is a highly locally focused platform which can be very useful to
reach people who you know live in your community. Nextdoor doesn’t have
the same reach as Facebook, however.

Staying safe and secure online

How to set yourself up to stay safe using social media

While there are many advantages to having an active and engaging
presence on social media, It is really important for you to stay safe and
secure as a user. There are key actions you can take to protect yourself
online, whatever social media platform you use.

The first is to make sure you use a secure login email and password. We'd
suggest you:

« don’t use your councillor email address which is likely to be well
known
. different passwords for each account.

You should set up two-factor authentication on your accounts on all the
social media platforms you use. This offers you extra security for your
accounts. Two-factor authentication (or multi-factor authentication) means
that, when you log in to your account, you’ll need to not just add your
password but also either:

« enter a code which is sent to your mobile phone number or email
« or, alternatively, authorise your login on an app on your phone.

Keeping your personal and family life private

Make sure you maintain a divide between your personal and family life, and
your public profile. On Facebook, we strongly recommend you use a
Facebook ‘Page’ rather than a ‘profile’ for your councillor role. This can
help you maintain separation and balance. Other social media platforms,
such as Instagram and Twitter, have similar options too. Make sure you
also set up the privacy control settings offered on each platform.

Be aware that councillors are personally responsible for the content they
publish on any form of social media, whether it's published on a personal
account or not. It's highly recommended that you never post or share
anything online, or on any social media account, that you would not be
comfortable saying or sharing in a public meeting.
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It is easy to share information about yourself online. As a councillor, you
need to think carefully about what, and how much, content you put out in
the public domain. Before you start posting, it is worthwhile thinking not
only about what is safe to post, but also about what you are comfortable
with posting and what you want to be available long into the future.

As a rule, don’t share personal information such as your personal phone
number, date of birth, home address — or photos that make any of these
obvious. Remember that you also need to consider the personal data of
others around you. You might be comfortable living your life in the public
glare, but you need to ask yourself: “Are my family, friends, neighbours and
work colleagues also comfortable to do so?”

From a security point of view, think carefully before you post. Once a piece
of content is on social media, you lose nearly all control about how it will be
used. As with emails, you will need to watch out for phishing scams, cons,
and malicious software.

Your responsibilities as a councillor
The golden rule to follow

There’s a golden rule for using social media, which is: i f you are unsure
about posting something, stop and ask for advice first before doing
anything else.

Social media works in the public domain. Once something is published it is
‘out there’ for everyone to see and very easily it can:

e Qo viral

« be altered or changed without your consent
« b e taken out of context

« be shared around the world.

Using social media as an elected (or co-opted) member of a council is very
different from using it as someone who isn’t. Councillors have additional
responsibilities because of their position.

If you are unsure about posting something, stop and ask
for advice first.

Understand what you can and can’t post online, including legally
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Councillors are personally responsible for the social media content they
create, publish and share. Being a councillor will not prevent someone else
pursuing legal action following the publication of an untrue statement. In
such a situation, it is likely that you will be held personally liable.

Councillors should be mindful of the difference between fact and opinion.
They also play a central role in preventing the spread of disinformation.
Think twice before you press ‘share’ or ‘retweet’!

On social media, councillors should also keep in mind their responsibility in
relation to confidential information, copyright, data protection, the pre-
election period and exempt reports. Councillors are still subject to the Code
of Conduct on social media where there is an explicit link between the
content posted and council business or your role as councillor. As a
general rule, councillors should demonstrate good conduct at all times and
so should act as though their public engagement on social media falls in
scope of the Code of Conduct.

When posting to social media you should remember that:

« Yyou are an elected representative of your council

« what you post can affect the reputation of your council

« your council is a corporate decision-making body — you can't,
independently, make decisions for the council on social media

« some issues and communications are best left to your council’s
official social media channels, which are usually managed by officers

« having a single voice or message can be critical in some situations —
for example, in the event of major flooding

« you don'’t have to respond to or comment on everything on social
media — and sometimes it's best not to.

Think before you press ‘publish’! There is a simple test. If you would be
reluctant to say something face-to-face to a group of strangers in the street,
then you probably shouldn'’t say it on social media.

How to deal with negativity and abuse online
Learn not to feed social media ‘trolls’

Unfortunately, on every social media platform, there can be other users
who are negative and abusive. Such people are often referred to as ‘trolls’.
Trolls are not easy to deal with — the best way is ‘not to feed them’. By this,
we mean don’t respond to what they post, which is designed to upset, elicit
a response or to further their own goals. Your best response is to either to
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ignore what they have posted, or (if it's on your own page or profile) to
delete or hide their comment, so your other followers don’t see it either.

Digital citizenship 'rules of engagement'

The LGA has produced digital citizenship 'rules of engagement' infographics for
councillors, which you can add to your social media profile. These set out the social
media code you will follow on social media and how you expect your followers to
behave.

Be confident to block and delete followers

It is easy to delete, block followers, and report individuals who are
persistently abusive to you, including to the police. It is sensible and
reasonable to block some people — not just to protect yourself, but also to
protect others who follow you who may also feel threatened by what they
write in comments.

Taking a break from social media

Don’t be afraid of taking a break from social media if you feel you need to —
to protect your mental health and wellbeing. You can easily temporarily
unpublish your Facebook page or Twitter account and give yourself some
‘time offline’.

11.7 - Checklist for councillors - How can you most effectively use social
media as a councillor?

Be a person - In the words of Digital Specialist Euan Semple, "Organisations
don'ttweet, people do". You are likely to be more effective if your social media
profile is you (with a picture of you) rather than an organisation with a logo.

Don't worry about reaching everyone in your ward - Social media will be
more effective in some wards than others. University towns, urban areas with
good broadband and mobile connections, and a working age population tend to
work best. Wards with an older population and poor internet connectivity tend
not to be so effective at reaching yourward. However, don'tlet this stop you as
connections are continuously improving as we move towards a higher level of
digital inclusion.

Don‘tletitreplace your traditional work - To be an effective councillor you won't
stop meeting people and posting leaflets simply because you are posting online.
The traditional work of a councillor still has to be done. You will know your
residents best—consider which channel works best for them to connect with you,
online and offline.
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Think about the platform you'll use - If people in your ward are keen Facebook
users then think seriously about Facebook. Twitter is popular among politicians
because it's easy to use and connects people really well. Whichever one you
choose, learn one at a time before even thinking of trying something else. You
will know your residents better than anyone else so ask them which channel
works best for them.

See how other councillors use it - Watch and learn from other councillors who
are using social media. Have a chat to them. You'll very often find they will be
happy to talk. Even to those from different parties.

Don’'t be a slogan machine - There is a really important decision to be taken
over how political to be. You may have been elected on a party political ticket.
But you are also a rounded human being. Social media is a chance for you to
show your human side. Just posting party political content is likely to switch
many people off and you may be talking only to the party faithful.

Have a conversation - Social media works best as a two-way conversation
connecting people and sharing information. Good councillors do this every day
face-to-face with residents—social media should be no different to this.

Don’t wait for people to come to you - You've got your Facebook profile or your
Twitter profile. People won't just come flocking to you. Run a search on your
chosen profile for the name of your ward or an issue. Make a connection. Join a
Facebook group set-up by residents. Comment on a blog, a website or a video
clip.

Think about times when you won't post - From experience, many elected
members say that Friday and Saturday nights are not always the best time to
post overtly political messages. You won't always get the most rounded
debates. Many councillors post sparingly on religious holidays.

To post in meetings or not? - Some authorities frown on posting from social
media in meetings. Check the situation where you are. Residents, residents
groups, journalists and bloggers are being encouraged to use social media from
meetings. So adding your voice to the conversation may be a good thing as part
of democracy. If you can post an update from a meeting and it doesn't hamper
your role in that meeting then it's something to think about.

Do not have a row - Robust debate is fine from time-to-time and its part of the cut
and thrust of local politics. Most people can accept that. But remember how this
debate is playing out to passers-by who are not interested in the detail of the
issue. They are likely to be switched off. Take the row offline with a phone call or
an email.

Don't be abusive - An absolute 'no no' is abusing people online. It doesn't work.
It will make you look awful and is a sure-fire way to land you in trouble with your
electorate, the party and the council. Be professional. Don't say anything you
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wouldn't be happy saying in a public meeting with the Press there.

Don’'t discuss case work detail - Case work can be reported to you on social
media. Everything from uncollected rubbish and a cracked paving slab to
concerns about child protection. As a good rule of thumb, ask residents to tell
you the detail of an issue offline. Social media platforms usually have an easy-
to-use way to talk one-to-one. Email and telephone can come into play too.

Pictures work - People respond really well to pictures. They don't have to be
print quality. They don't have to be posed. If you are on a ward walk post some
pictures. Include the people you are with if they are happy with that. Post
pictures that show your human side too. That sunrise you just noticed. Your dog.
Things that make you human.

Enjoy it - It's not meant to be scary. It's not meant to be hard work. Relax. Be
yourself. Be a responsible elected member. Enjoy it.
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11.8 WORKING IN PARTNERSHIP - 2025 REGISTER

Major Working in Partnership — Potential for Financial/Reputational Risk

Definition - Joint working (non contractual) between two or more organisations, towards achieving a shared goal,
where there is potential for either financial or reputational risk for the Council

Major Dates: Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
DARTFORD Setupin DBC, KCC, | Director To create a Brings together | Reputational if
2020 Police, of safer, cleaner key local targets not
COMMUNITY . . . .
SAFETY following KF&RS, Housing & | place to live, partners at delivered.
dissolution | Integrated | Public work and strategic level ) )
PARTNERSHIP . L . Financial -
of Dartford | Care Protection | socialise underpinned Fundi
undin
& Board, by tactical and g
. , streams may
Gravesham | Probation operational .
. - . reducein
CSP - Statutory To deliver joint working
current
Partners. statutory . .
o Monitors climate.
There are responsibilities .
. emerging
many under Section
) threats and
others 17 of the Crime creates the The C il
e Counc
who work and Disorder . Hnel
annual will not be
to support Act 1998 - Duty . S
] ) Strategic delivering its
aims - to consider
) ) ) Assessment & | statutory
including crime and .
) subsequent responsibilities
Change disorder . .
. ] o Community in terms of
Grow Live implications Safety Plan Cri &
(CGL), We yd_ l D,”mz
accordingly.
Are With gy Isorder
You,
OPCC,
Victim
Support
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Major
Partnership

Dates:

Start &
Review

Parties

Contact
Officer

Aims

Added
Value/Benefits

Risks

DARTFORD
HEALTH TEAM &
DBC HEALTH &
WELLBEING
ALLIANCE

KCC Public
Health, DGS
CCG, DBC

Health
Team
Lead

Local
partnership
focussed on
health
inequalities,
the
preventative
agenda and
joint
initiatives

Improved
health and
addressing
health
inequalities

KCC has
stated its
intention to
operate One
You Kentin
North Kent
through the
allocation of
a grant for
2026-2029.
Thisisto
support
Weight
Management
and Healthy
Lifestyles,
and which
will in 2026-
27 include
signposting
for Smoking
and Cannabis
Cessation.
KCC has
stated its
intention to
terminate a
contract with
one provider
in North Kent
and has
asked DBC to
expand
delivery
which will
impact
targets. This
is currently
under
discussion.
There may be
a TUPE risk -
this is being
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investigated.
Failure to
meet targets
may resultin
suspension
of funding

JOINT WORKING
WITH KENT
DISTRICTS

Audit

Revs and
Bens
Reprographics
Insurance
Procurement

2008

DBC; TMBC;
SDC

Chief

Officer &
Director

of

Corporate
Services

To deliver
service and
activities
under shared
management
arrangements

Efficiencies
and improved
services based
on best
practice

Reputational
—riskto
service
delivery if
partnership
fails.
Partnership
agreementin
place for joint
working and
arrangements
monitored via
the
Partnership
Board
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Major Dates: | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
KENT 2010 KCC, Medway Leader and | To achieve Partners Reputational -
LEADERS BC, District Chief the vision for | working risk if agreed
Councils, Officer & Kent together, with targets are not
Director of local actions met
And Corporate contributing to
Services common aims.
Kent Joint Joint working
Chief on Local
Executives Government
Group Reorganisation
proposals
and other
Working
Groups
KENT AND Chaired by the Director of | To drive Considers Financial -
MEDWAY private sector Growth & forward strategic Potential for
ECONOMIC and made up of | Community | economic economic loss of funding
PARTNERSHIP 21 members, growth and investment and non-
11 business prosperity priorities. delivery of
representatives, throughout . economic
. Coordinates
8 local authority the Kent and growth targets
the Kent and
leaders and one Medway
. . Medway
representative region .
) Economic
from higher and
Framework
further )
. andis
education
currently

formulating a
Local Growth
Plan
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Major Dates: | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
KENT & 2012 DBC, Medway, Director To drive the The Reputational -
MEDWAY of artnership is
ALL Kent . Energy P . P Impact of grant
ENERGY distri Housing & | Efficiency working to ) )
Istricts, ] _ received if
GROUP Public agendain the provide the
. handled badly.
Protection | County. The best offer for
partnershipis | theresidents, | Governance
(KMEG) working to landlords, arrangements
Climate establish the SMEs of Kent in place.
Change best deal for and maximise
Manager Kent residents | economic and

and
businesses
from grants
from energy
companies
and other
grants to
install energy
efficiency
measures.

Discuss
technical and
strategic
advice in order
to assistin the
development
of retrofit
projectsin
Kent and
Medway. This
includes
improvement
relating to
procurement
and
contracting,
funding and
finance,
technical
issues, events
and
conferences

environmental
benefit.
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Major Dates: | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
FASTRACK Chaired by Head of To use Championing Reputational -
ADVISORY KCC Transport | Planning influence the if the Fastrack
BOARD Portfolio and development network does
Holder, knowledge of the Fastrack | not deliver on
comprises of the network, its objectives
Dartford and Members of | assistingina
Gravesham the groupto | common vision
Leaders and inform amongst
Chief decisions partners and
Executives with respect | jointly
and senior to the identifying
Fastrack delivery of additional
officers from all aspects resources
Kent of the
Fastrack
programme.
Also
continues
the work
previously
picked up by
the Kent
Thameside
Strategic
Transport
Programme
Steering
Group
DARTFORD 2018 - | DBC Leader, Director of | KCC arethe | Facilitatesa Reputation -
TOWN CENTRE Director of Growth and | accountable | jointapproach | risk of not
REGENERATION Growth & Community | body for the | to working meeting the
PROJECT Community, funding where DBC are | highway
BOARD KCC agreement delivering a authority
Corporate and also the | transport standards
Director Highways related project . . )
Growth, authority .F|nanC|al _ risk
. if the funding
Environment ) .
and Transport, Aimis to is not used in
KCC Head of agree ac.:cordanc:e
Transportation programme, with the
resolve
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issues and
agreed
funding

Funding
Agreement
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Major Dates: | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
DARTFORD Environment Emergency To agree Joined up Reputational -
FLOOD Agency Planning flood approach to Unable to
RISK Officer management | flood identify
PROJECT schemes management. suitable
Dartford Flood which the Prevent flood schemes in the
Risk Project. - council will barriers to short term that
EPO liaise with pay a planning will alleviate
the KRF, EA contribution flood risk
and volunteers for.
regarding
this. We also
promote the
Community
Flood Warden
training.
DARTFORD | June Crossways Community Create a A strategic Reputational
LARDER 2025 Community Development | welcoming multi-agency )
Sustainable
Church Manager space where | approach to
supply of food
. people can support people | . i
Healthy Living . . is subject to
access a with multiple
Centre . the
choice of needs.
Dartford development
affordable, f
ofa
New Avenues nutritious )
food A . q sustainable
. rowing an
g. ,WI g food network —
Through thriving . .
. i this is being
active community
developed.

participation
and
community
connection
Dartford
Larder
supports
individuals
notonly in
meeting their
immediate
needs but
alsoin
building
confidence,

This is a multi-
partner
approach with
VCSE
colleagues
who are
currently
navigating
funding
challenges and
the impact of
NI
contributions.
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sharing
skills, and
contributing
to a stronger,
more
resilient
local food
system.

Each partner
has invested
and
contributes to
outputs and
shares DBC’s
vision in the
project butitis
within their gift
to terminate
their
involvement.
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Major Dates: | Parties Contact Aims Added Risks
Partnership Officer Value/Benefit
Start & S
Revie
w
KENT AND Chaired by Head of To share real | Ability to Reputationa
MEDWAY Directors of Environmenta | time advice influence how | L-if not
HEALTH Public Health — [ Health & and decisions that | following
PROTECTIO KCC and Regulatory information | are made for localand
N BOARD Medway Services to Local the County and | Govt
Authorities, that can affect | guidance.
NHS Kent and .
NHS, KCC, LA’s. First-hand
Medway
UKHSA and knowledge of
KCC -Adult apply to outbreaks,
Social Care Kent and virus trends,
Medway in rants
KCC Y & .
o the most available,
Communication . L
effective vaccination
S way. programmes
Pandemic
Eer: andICS Managemen EPO attends
eaway ; 8 the Bronze and

Kent Resilience
Team

Kent Trading
Standards

UKHSA

Silver Group
meetings when
they are called
(part of KRF) to
ensure that
DBC are
represented
and that we are
following the
correct
procedures
and that the
appropriate
information is
shared to
those in DBC
that need it.
Horizon
scanning for
emerging risks
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Minor Working in Partnership — Low Risk

Definition - Joint working (non contractual) between two or more organisations, towards achieving a shared goal,

where the potential for financial and reputational risk for the Council, is low.

Minor Dates: | Parties Contact Aims Added Risks
Partnership - Officer Value/Benefit
Start & S
Review
EXCELLENT KCC, DBC | Head of To provide units Nomination Low - now
HOMES ACTIVE Housing of high quality rights complete
LIVES PFI extra care d and
PROJECT accommodation units let
Housing
Policy &
Developmen
t Manager
BETTER HOMES KCC, DBC | Head of To provide units Nomination Low - now
ACTIVE LIVES PFI & Housing of high quality rights complete
PROJECT Sevenoak extra care d and
s DC and accommodation units let.
other Housing
districts Policy &
Developmen
t Manager
CIVIL 2007 KCC, Emergency To provide Provides Low-SLA
CONTINGENCIES Medway Planning resources to support and in place
& EMERGENCY Council, Officer other emergency | assurance to
PLANNING - 2010 Kent responders the Council, if
KENT COUNCILS District when beyond a response
MUTUAL AID Councils single Council’s | beyond our
capability and to | own capability
receive and capacity.
resources when
needed.
Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
CITIZENS 2008 Outside Community Voluntary Delivery of Low - CABis
ADVICE body Development | sector advice service now operating
NORTH WEST affiliated Manager organisation a full time
KENT to the providing service out of
national advice and DBC Civic
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network of
Citizens
Advice
Bureaux

support to
local
residents

Centre. The
risk of not
being able to
meet
increased
demand and
recruit
volunteers
needed to
support the
service has
been mitigated
by CAB renting
a small office
in the East
Wing of DBC,
providing a
space for
Volunteers to
undertake
administrative
functions.
CAB has
dedicated use
of Interview
Room 10 and
reception pod.
Further
discussions
are taking
place
regarding the
instal ofa
kiosk at the
Civic Centre

PORCHLIGHT

2022-
2024

DBC &
Porchlight

Housing
Solutions and
Private Sector
Manager

Voluntary
sector
organisation
working with
single
homeless
people to
support
them from
the street
and to help

Delivery of
advice and
support services

Low-SLAin
place
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them sustain
housing
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
HEALTH HUB | 2025- DBC Community | The Service users | Low - Funding
ROUGH 26 Porchlight & Development | provision of | the focus of has now
SLEEPERS - St Edmunds - | Manager a bespoke pIannil.‘lg,. _ switched to
PORCHLIGHT Dartford hub co- COMMISSIONING | Govt RSI - this
&ST ordinating Iindtde“v;”ng- has removed
DMUNDS Health and b:; hership the risks
BENEFICE . gs associated
wellbeing organ|§atlonal with the
services that eXP?!’tISG - previous
directly addltlonall Health
support the value aghleved Funder, and
] by provision of ’
physical and something the
mental more than the | sustainability
wellbeing of | Council could | of the project
rough do by working | is more
sleepersin | alone. optimistic,
Dartford however,
funding
remains
subject to
political
priorities and
budget
constraints of
Govt funding.
DARTFORD & KCC Adult Benefits Exchange of Better No financial
GRAVESHAM Services, Job | Training & infore coordination or
ADVICE Centre Plus, Quality legislation and linkages reputational
FORUM DBC, GBC, Officer and between risks
Pensions structural/ various identified
Services, organisational | agencies
RSLs, Tree change for involved with
Community main individual
Forum, Neves stakeholders, | customers
Scott sharing of
Solicitors + best practice
others
DARTFORD & YMCA Benefits Exchange of Better No financial
SEVENOAKS Thames Manager information re | coordination or
BENEFITS Gateway, legislation and linkages reputational
ADVICE KCC, RSLs, and between risks
FORUM CAB and structural/ various identified

53




Places for
People

organisational
change for
main
stakeholders,
sharing of
best practice

agencies
involved with
individual
customers
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
DARTFORD & 1994 DBC, Senior To assist Maintains Low
GRAVESHAM Gravesham Private owner reliable
HOME BC, KCC, Town | Sector occupiers or | builders’ lists
IMPROVEMENT & Country, Housing private and provides
AGENCY (HIA) Peabody Officer tenants who | agency
previously Care Housing are 60+ or services
and Repair disabled, or | including
Scheme on low surveying &
incomes to design
repair/adapt | services,
their homes. | handyperson,
security
measures,
benefits advice
—joint
procurement of
a service
DARTFORD 2020 DBC, Kent Community | To assistthe | Worksin Low - While
VULNERABILITY Police, KCC, , Safety Community | partnership to the group
AND CGL, NHS, Manager Safety Plan effectively aims to
CONTEXTUAL VRU, We Are in supporting | provide encourage
SAFEGUARDING With You, vulnerable support and legitimate
(DVACS) Probation, communities | reassurance to | information
DWP, and victims and sharing,
Playplace individuals vulnerable thereis a
that may communities need to
require ensure that
multi-agency thisis
support and covered by a
by tackling legal power
forms of and
Anti-Social complies
Behaviour with the
and gangs principles of
and child information
criminal sharing
exploitation
DARENTH DBC, DVH, Community | To assistthe | Works in Low
VALLEY SECAM, Police | Safety Community | partnership to
HOSPITAL HIGH Manager Safety Unitin | effectively
INTENSITY identifying provide
vulnerable support and
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USER STEERING individuals reassurance to
GROUP who are in victims and
need of vulnerable
multiagency | communities
support.
Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
COMMUNITY DBC, Kent Community | Daily briefing | Daily Low
SAFETY UNIT Police, KFRS, Safety (via Teams) information
DAILY MULTI- DBC Housing, Manager covering the sharing with
AGENCY Community incidents over | the partners.
BRIEFING Wardens the last 24 Providing a
hours. joint problem
solving
approach to
incidents
reported.
DOMESTIC DBC, Kent Community | Exchange of Better Low
HOMICIDE Police, Kent Safety information re | coordination
REVIEW - and Medway Manager legislation and linkages
STEERING NHS Trust, and between
GROUP Medway structural/ various
Council, organisational | agencies
Probation change for involved.
Service, Kent main Offering
County stakeholders, | lessons learnt
Council, Kent sharing of and best
and Medway best practice. | practice
CCG/K&M ICB moving
forward.
INTEGRATED 2015 Kent Police, Community | Monthly Works in Low
OFFENDER Probation Safety meeting to partnership
MANAGEMENT Service, DBC, Manager monitor the with other
(IOM) most enforcement
recidivist agencies to
offenders offer assist
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ensuring they
are complying
with licence
conditions.

with transition
from the prison
environment to
the
community.
Highlighting
housing needs.

o7




Minor Dates | Parties Contact Aims Added Risks
Partnership - Officer Value/Benefi
ts
Start
&
Revie
w
SERIOUS AND | 2020 Kent Police, | Community Meeting Prioritising Low
ORGANISED DBC, KCC, | Safety Manager |sharing those
CRIME VRU intelligence | recidivist
PARTNERSHIP and up-to- |individuals
date and groups
information | that are/ will
on known have an
Organised impact on the
Crime local
Networks community.
and high
impact
offenders.
SAFEGUARDI DBC, KCC Policy and Low
NG STEERING Performance
GROUP Officer,
KSCMP KCC and all | Safeguarding Four Ensuring that | Low
Kent Lead Priority frontline
DISTRICT Lo
Borough focus practice is
COUNCIL N .
and District areas. improved
SAFEGUARDI )
Councils through the
NG LEADS These are )
1 learning
L identified in
Significant .
practice
harm to .
reviews.
under twos
2) Serious
Youth
Violence, 3)
Adolescent
s with
complex
needs 4)
Sexually
inappropria
te and
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harmful

behaviour
EBBSFLEET 2015 DBC, Head of To ensure Liaison, Low - provides
PLANNING Ebbsfleet Planning/Planni | effective information- | forum to discuss
LIAISON Developme | ng Strategy working sharing, joint | and agree on
GROUP nt Manager/ between preparation potential matters
Corporatio EDC and of planning of
Development . .
n, KCC, Manager the LAson | documents conflict/disagreem
Gravesham strategic ent
Council planning
and
infrastructu
re matters

59




Minor Dates: | Parties Contact Aims Added Value/Benefits Risks
Partnershi | - Officer
P Start
&
Revie
w
HOUSING Resident Head of To allocate Fund one off projects Low
COMMUNIT Forum Housing funding to for benefits of tenants.
Y INITIATIVE Reps & local projects
FUND Housing
KENT 2001 KCC, DBC, | Head of IT & This Knowledge sharing, Low -
CONNECTS and all Transformatio | Partnership | iqentification/introducti | more of
o of public .
District n on of new technologies | an
o sector ) )
Councilsin bodies in and providers, advisory
Kent, Kent seeks discounts on some body
Medway to make the | training events etc. rather
Unitary F)est use of than
s information .
Council; technology having any
GOETEC and digital operation
Consortiu services, to al
m, Kent respond function
. collaborativel
Fire and y to
Rescue challenges
Service and leverage
and Kent opportunities
Police toggther.
Delivers
partnership
events and
specialist
groups to
help partners
understand
and
influence
current and
future
thinking, and
to maximise

opportunities
for
collaboration
and
knowledge
sharing.
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefit
Start &
Review S
KENT 1999 DBC, KCC, Community To help all Attracts Sport Low
COUNTY Sport England, Development | young England lottery
SPORTS Medway Manager peoplein revenue
PARTNERSHI Council + 11 Kent with funding and
P other the ability specialist
. district/borough and desire | sport-specific
(previously o . .
Kent Active councilsin to |mprove support into
Kent, Kent their the Borough.
Sports . .
Partnership) Cricket Board, Sprrt|ng
Kent RFU, Kent skills
Football Assn, through a
Kent Netball, co-
Kent Basketball, ordinated
Kent Athletics, programme
Kent Hockey that will
provide
access to
organised
sport.
KENT Outside body Community Promote Assistance to Low
EQUALITY Development | racial Councilin
COHESION Manager Ie\l?)liﬁllelvlenst promoting
COUNCIL Kent equal
(previously opportunities.
North West
Kent REC)
KENT 2016 Public sector Director of To create Underpinsand | Low
ESTATES partners from Growth & an enables the
PARTNERSHI across Kent Community integrated, | efficient
P flexible and | delivery of
affordable | socialand
public economic
estate outcomes for
the whole
To share county by
best getting more
practice from the
and collective
coordinate | estate
d working
across One
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Public

Estate
Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefit
Start &
Review S
KENT Representative | Housing To deliver a Ajoint working | Low — now
HOMECHOICE s from all Solutions Pan Kent CBL | initiative that fully
Districts and and Private | and delivers operational
(PAN KENT . i _
CBL) Housn"1g' ' Sector Homelessnes ber?eflts to our | and working
Associationsin | Manager s systemthat | residentsand | well
Kent simplifies the | tenants when
process, and they are
provides seeking to
consistency access social
and aids housing.
mobility
across Kent.
KENT AND 2005 All Category 1 Emergency | To provide To provide an Low —
MEDWAY ongoin | and2 Planning resilience to agreed and individual
RESILIENCE g responders in Officer identified tested partners
FORUM Kent (operational | risks through response to deliver
) a control and emergencies. actions
command individually
structurein or
Director of Kent as coordinated.
Growth and | required by Governance
Community | the Civil arrangement
Contingencies sinplace
on Act 2004
strategic
board)
KENT KCC and all Director of To work in To achieve Low —
RESOURCE District Housing & partnership Government individual
PARTNERSHIP Councils Public across Kentto | and European | partners
—reports to Protection deliver an targets for deliver
KENT & effective recycling, actions.
MEDWAY waste composting, Funding held
ENVIRONMEN Head of management | waste by KCC.
T GROUP Waste, service reduction and
(KMEG) Public reduction of
Realm & landfill etc. Governance
Enforcemen arrangement
And t Services sin place.
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Officer
Advisory
Group and

Project Groups

Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefit
Start & S
Review
DARTFORD 2008 Partnership Safeguarding | Identify To improve Low -
CHILDREN & bringing Lead Dartford outcomes for partnership
YOUNG together issues children and led by the
PEOPLE’S schools, around young people County
BOARD 2009 Dartford BC, Director of young through a Council.
(Previously KCC services Housing & people targeted multi-
LOCAL for children & Public agency delivery
CHILDREN’S young people Protection plan. Governance
TRUST incl. children’s arrangement
BOARD) 2010 specialist sin place.
social services,
Also known 2016 .
education and
as LOCAL
CHILDREN'S early help, DGS
CCG, Police,
PARTNERSHI
KFRS
P GROUP
NORTH KENT Gravesham Housing Raise Multi-agency Low —-thisisa
DOMESTIC and Dartford Solutions awareness working CSP Priority.
ABUSE Community and Private andincrease | enables Failure to
FORUM Safety Officers, | Sector the reporting | sharing of best | develop an
KCC Social Manager of domestic practice and appropriate
Services, KCC violence. information on | response and
Commissionin ) resources display
To improve . oo
g Team, DBC . available to leadershipin
services and ) .
and GBC deliver support | co-ordinating
. support to . )
Housing available to local services

Officers, Kent
Police, Clarion
Housing
Group, NHS
Health Visitors,
Porchlight,
Change Grow
Live, Rethink,
Specialist DA

victims; and
opportunitie
s for
perpetrators
to reform.

victims, and
rehabilitation
to
perpetrators.

could pose a
reputational
risk.

63




service
providers
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
TOWN 2001 DBC, Police, KM | Director of | Develop a The Low.
CENTRE Group, Growth & partnership | partnership Governance
PARTNERSHIP Groundwork, Community | approach acts as prime arrangements
Orchards to unifying force in place.
Centre, Priory improving for the range of
Centre, Atik the vitality private, public
Night Club, and viability | and
McDonalds, of DTC. community
Boots, sector interests
Sainsbury, NWK that interact
Racial Equality with the
Council, KTSC management,
of C, DGS PCT, improvement
Holy Trinity and promotion
Church, Kent of the town
Architecture centre
Centre, environment,
Orchard with a social or
Theatre, KCC, economic
NW Kent interestin
College, WH Dartford.
Smith, South
Eastern Rail,
And Sub- CVS, Coordination
Group:- Wilkinsons, and active
B&Q, Dartford DTAC participation by
Grammar Intelligence key
Dartford Town School, Regatta | Manager stakeholders, | | ow, but failure
Against Crime Estate Agents, To manage | Shop Safe to meet
(DTAC) Arcadia Group. business radio scheme. | gxpectations
retail crime could lead to
including disengagement
offenders and render
forthose scheme
who are unsustainable.
members
of the DTAC
Scheme
KENT 2000 All12 Housing Head of To work in To share Low.
HOUSING teams for the Housing partnership | knowledge, Governance
GROUP Kent districts. across Kent | information
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All Kent HA’s to deliver that improves arrangements
and other better services, be in place
stakeholders in housing the voice of

Housing county services Housing in

wide Kent

66




Minor Dates:- | Parties Contact | Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
KENT All 12 District Head of | Toworkin To share No financial or
FINANCE S151 Officer, Finance | partnership knowledge, reputational risks
OFFICERS KCC, KF&RS, across Kent best practice identified
GROUP Kent Police on finance and latest
related government
matters guidance and
its application.
KENT CHIEF All Head of Head of | Toworkin To share Low.
PLANNERS Planningin Kent, | Planning | partnership knowledge, Reputational if
GROUP Medway and across Kent best practice Dartford
EDC as well as and Medway | and latest performance and
KCC to deliver government practices are not
representative better guidance and keeping up with
Planning its application. | neighbouring
Services To hear authorities
presentations
on relevant
initiatives
KENT Planning Policy Planning | To identify To share Low.
PLANNING Managers in Kent | Strategy | jointissues knowledge, Reputational if
POLICY and Medway and | Manager | and develop best practice Dartford’s
FORUM KCC common and latest practices with
representative approaches government respect to policy
to local plan guidance and and plan
preparation, its application preparation are
policy issues | inrelation to not following best
and strategic | planning policy | practice
planning matters.
matters
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
KENT Development | Development | To identify To share Low.
DEVELOPMENT Management | Manager jointissues knowledge, Reputational
MANAGERS Heads in Kent and develop | best practice if Dartford’s
OFFICERS and Medway common and latest practices
GROUP and KCC approaches government with respect
to regulations and | to
Development | guidance and Development
Management | its application Management
issues in relation to are not
Development following
Management best practice
matters
LABC KENT Heads of Building To identify To share Low.
BUILDING Building Control jointissues knowledge, Reputational
CONTROL Controlin Manager and develop | best practice if Dartford’s
MANAGER Kent and common and latest practices
GROUP LABC approaches government with respect
to Building regulations and | to Building
Control guidance and Control are
issues its application not following
in relation to best practice
Building
Control
matters
KENT AUDIT All Chief Audit | Audit To share, To share No financial
GROUP Executives in | Manager develop and | knowledge, or
Kent improve best practice reputational
audit and deliver an risks
practices in annual identified
Kent conference
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Minor Dates:- | Parties Contact Aims Added Risks
Partnership Officer Value/Benefits
Start &
Review
KCC The group Community | The Task & The Financial | Low - Funding
FINANCIAL consists of Development | Finish Hardship Task | streams and
partners from - .
HARDSHIP KCC. all Manager Group has & Finish Group | funding
TASK & distri;:t and continued works with | priorities
FINISH borough to meet partners in | determine the
GROUP councils, monthlyto | identifying focus and work
Medwa'y discuss changes in the | of the group
Council, the o
voluntary challenges cost-of-living
sector, and and activity | landscape. The
other public around priorities
sector . financial identified
organisations hardship shape the
support. delivery of
support, and
where

appropriate
more partners
are engaged to
ensure that the
group is a
strong
representation
of the multi-
faceted
support system

for residents
across the
county.
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Minor Dates: | Parties Contact Aims Added Risks
Partnership - Officer Value/Benefit
Start & S
Revie
w
KENT Heads of Head of To identify To share Low. Terms
ENVIRONMENTA Environmental | Environment | jointissues knowledge, of Reference
L HEALTH Health teams | al Health & and develop best practice in place for
MANAGERS in Kent and Regulatory common and latest group. Aim
GROUP (KEHM) Medway Services approaches government to find best
to regulations practice and
Environment | and guidance | ensure
Also includes al Health and its consistency
Technical issues applicationin | acrossthe
Working Groups nationally relationto EH | county
for Food, Health and across matters
and Safety and the county
Environmental
Protection
AGEINGWELL NHS Kent & Community Scoping and Risk of
(NHS KENT AND Medway Development | Engagement falling
MEDWAY Manager with outside of
D,G &S -
Homeless decision
Officer .
representative and making
Vulnerable process and
S adults contributing
to health
outcomes of
Dartford’s
population
KHG EQUALITY, All Kent HR Manager | To share To share No financial
DIVERSITY AND Councils plus information knowledge, or
INCLUSION SUB all Kent HA's on information reputational
GROUP approaches that improves | risks
to improving | EDI within identified
EDI organisations
DARTFORD, Organisations | Community Corporate Professional
GRAVESEND that are Development | Plan 24-27 expertise of
AND SWANLEY COT(.m'tted © | Manager objective: To ADSS is key
— DEMENTIA r[;l:rt;rolgd a create a to
FRIENDS Dementia Dementia supporting
COMMUNITY Friendly Friendly DBC’s
Community commitmen

Community
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increasing
awareness
and
understandin
g of dementia
and of people
living with
dementia.

t to creating
Dementia
Friendly
Communitie
s—(VSCE
are
experiencing
funding
challenges
as adirect
result of
recent NI
changes).

Reputationa
Lrisk to DBC
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External Working Groups

External Dates: | Parties Contact Aims Added
working group - Start Officer Value/Benefit
& s
Revie
w
BLUEWATER Community Community To share Dissemination | Provides an
COMMUNITY groups in Development | information of information | 5pportunity
FORUM Dartford and | Manager in pursuit of fg;g?ghom the to connect
Gravesham, achieving community with
Groundwork benefits for increasing colleagues.
Trust the local knowlgdge of | Reputationa
Bluewater community Cow_]C'l Lrisk if we so
activity, as
management from well as not stay
, regeneration | Council connected.
Land getting better | Currently
an i
- understanding | 5itended by
Securities, of community > Health
Police, other needs to feed XW lkea
service into the @
) planning Leaders
providers, process who
Dartford
) feedback to
Council .
. officers and
planning and
. are now
community . .
involved in
safety
. the events
officers .
planning of
the
Bluewater
Community
Forum
BLUEWATER 2005 Bluewater, Emergency To be To be able to
EMERGENCY Police, F&RS, | Planning specifically | integrate into
PLANNING NHS, Officer aware of risks | IN© agreed
] response at
Ambulance, associated these sites
DBC, KCC with these
local sites
and threats
CONTAMINATE | 1999 KCC, Environmenta | To facilitate a | Establishes
D LAND FORUM Environment | [ Health co-ordinated | links between
Agency, Scientific approach to the relevant
’ enforcement
University of | Officer dealing with agencies
Greenwich, allows sharing
of ideas,
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Kent Local
Authorities

contaminate
d land in Kent

problems,
solutions
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External Dates:- | Parties Contact Aims Added
working Start & Officer Value/Benefits
group Review
COMAH - KENT Emergency Control of Risk of being
Control of RESILLIENCE | Planning Major unable to
Major FORUM. Officer Accident influence and
Accident KFRS, Hazards lobby for
Hazards SECAMB, EPO liaises outcomes that
KENT with all impact Dartford
POLICE, COMAH and its residents
DISTRICT sites to in the event of a
EPO’S ensure their COMAH incident
plans are
regularly
updated and
tested
DARTFORD | 2006 DRC, HA, Emergency | Tobe To be able to
RIVER Kent & Essex | Planning specifically | integrate into
CROSSING Police, F&RS, | Officer aware of the agreed
) response at
EMERGENCY PCT, risks these sites
PLANNING Ambulance, associated
Thurrock, with these
DBC local sites
and threats
DISTRICT Cross party Leader/Chief | To provide a | Lobbying of
COUNCILS member led Officer & national central
NETWORK network of all | Director of voice for ggﬁteiéglmpi\nr%ies
201 district Corporate district and other
councilsin Services councils stakeholders;
England within the commissioning
Local research;
providing
Government support and
Association sharing best
practice
EQUINE DBC, RSPCA, | Animal Ad-hoc Build on
WORKING Police, KCC Control forum to examples of
GROUP Wardens, Officer discuss good practice.
Access to
British Horse policy and specialist staff
Society, procedures
Landowners relating to
illegal
grazing
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External Dates:- | Parties Contact Aims Added
working Start & Officer Value/Benefits
group Review
HOUSING All Kent Housing To share best | Promotes
STRATEGY housing Policy & practice in partn_ership
AND authorities and | Development | terms of working
ENABLING 2 nominated Manager strategy
GROUP (sub registered development
group to the providers and service
Kent Housing delivery. To
Group) develop and

produce

solutions

and working

practice to

identify

housing

need and

assistin the

delivery of

new

affordable

urban and

rural housing
KENT & 1992 KCC, All Kent Environmental | To facilitate a | Assists in
MEDWAY AIR Local Health coordinated | Promoting the
QUALITY Authorities Scientific approach to need for a

corporate and

PARTNERSHIP Officer local air consistent

quality approach and

management | improves

in Kent consultation

between the
DEFRA
Regional Air
Quality Co-
ordinators
Group and the
Kent local
authorities
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External Dates:- | Parties Contact Aims Added
working Start & Officer Value/Benefits
group Review
KENT & 2012 AllKent Local | Emergency Toenablea | Avoids duplicity
MEDWAY Authority SAG | Planning professional, | and enables
SAFETY Chairs, KRF, . joint the sharing of
Officer lessons learnt
ADVISORY KCC approachto | 5nd pest
GROUP Highways, ensure event | working
Kent Police, safety is practices
K&MFRS (DBC improved on
EPO Chairs a County
this group) basis
KENT 1998 AllKent Local | Environmental | To provide a | Enables bulk
DOMESTIC Authorities Promotions coordinated | discount
RETROFIT Officer approach for S‘;;‘r?tmes and
GROUP energy gpplication
' conservation | opportunities
(previously in Kent on behalf of
Kent Energy Kent residents
Efficiency

Partnership)
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External Dates:- | Parties Contact Aims Added
working Start & Officer Value/Benefits
group Review
NORTH KENT | 2003 Hyde Housing | Housing To enable Provides a
HOUSING Group, Moat Policy & the framework for
PARTNERSHIP Housing Group, | Development | provision |mproyed.
coordination of
London & Manager of funding
Quadrant affordable | programmes
Housing Group, housingin | and plapning
West Kent the of housing
Housing. Orbi B h developments
ous!ng, rbit oroug between the
Housing, Council,
Clarion Homes
Housing Group, Englgnd and
ousing
MHS Homes, association
Sage HomeS, partners
Homes Flexible
England, DBC, partnership
Gravesham BC enables other
’ housing
Swale BC, associations to
Medway delivery
Council affordable
housing where
necessary.
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External Dates:- | Parties Contact Aims Added
working group Start & Officer Value/Benefits
Review
NORTH KENT 2011 North Kent Policy To discuss Efficiencies in
PLANNING AND planning Planner and develop a | Preparing
ENVIRONMENT authorities, common evidence
based on
GROUP KCC, Natural approach to strategic
England, Kent environmental | environmental
Wildlife Trust issues which | issues.
cross borough Meeting
b dari statutory
ounaaries. | opligations in
Develop respect of joint
common response to
evidence Erossc-j
oundary
based on issues
these matters
UNAUTHORISED KCC, Police, Enforcement | Forum to Examples of
ENCAMPMENT AllKent local | Manager develop good practice.
WORKING authorities coordinated | Déveloping a
PARTY ht coordinated
approach to e
DBC no longer dZ:lin with and umﬂr?d
attends, but . g approac
. illegal
receives
. encampments
minutes (when
and traveller
the group
related
meets) .
activity
UPPER THAMES | 2003 PLA, GBC, Emergency To meet the Integrate
OIL POLLUTION DBC, EA, KCC | Planning agreed response on
. . shore and on
GROUP Officer expectations
water. To have
and to common plans
respondtoan | andto
oil pollution facilitate the
incident stqtqtory
) training
affectingthe | roquired of oil
foreshore of pollution
the River officers and
Thames beach masters
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The Kent and
Medway Armed
Forces Network
(KMAFN) is a
multi-
organisational
group which
includes
members from
the NHS, MoD,
Armed Forces
Reservists,
mental and
physical health
clinicians, the
Royal British
Legion and
other
interested
charities and
organisations
from across
Kent and
Medway.

veterans,
families,
adult cadet
leaders) in
the provision
and delivery
of health
care service
and meet the
legal
requirements
of the of the
Armed
Forces Bill
20211.

External Dates:- | Parties Contact Aims Added
working Start & Officer Value/Benefits
group Review
NORTH VCSE Led (up Community A forum for To build Reputational
KENT to 280 member | Development | shared enabling Risk if DBC not
VOLUNTARY orgs)-DBC Manager learning, relationship seen to be
SECTOR Officerin networking with the engaging or
ALLIANCE attendance and voluntary listening.
development | sector.

DG&S NHS | 2024 NHS Trust and Community To improve Improved Reputational
TRUST external guests | Development | access and understanding | riskif DBC not
ARMED and colleagues | Manager the of NHS seen to be
FORCES experience provision for engaging
STEERING Links to NHS of the Armed | members of
GROUP Kent & Medway Forces the Armed

Armed Forces Community | Forces

Network (reservists, Community

1 New Armed Forces Bill passed in Parliament - GOV.UK (www.gov.uk)
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External Dates:- | Parties Contact | Aims Added
working Start & Officer Value/Benefits
group Review
KENT & The Kent and Its aimisto Reputational risk
MEDWAY Medway Armed facilitate the if DBC does not
ARMED Forces Network ICBs and engage and
FORCES (KMAFN) is a community capitalise on
NETWORK multi- inthe value of
organisational delivery of collective
group which the Armed lobbying and
includes Forces sharing of
members from Covenant information that
the NHS, MoD, and the serves to benefit
Armed Forces Armed members of the
Reservists, Forces Act armed forces
Mental and 2021. community
Physical Health
Clinicians, the
Royal British
Legion, SSAFA
and other
interested

charities and
organisations
from across Kent
and Medway
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External Dates:- | Parties Contact Aims Added

working Start & Officer Value/Benefits

group Review

LGA April Membershipto | Community The purpose | Enhanced Reputational

ARMED 2024 the network is Development | of the LGA understanding | risk if DBC

FORCES open to local Manager Armed and does not

COVENANT authority Forces connectivityto | engage and

NETWORK officers from Covenant expertise capitalise on
across the Networkis to | across the value of
United Kingdom advocate for | wider LGA collective
who are actively policies that | network lobbying and
engaged in help local sharing of
implementing authorities information

and promoting
the Armed
Forces
Covenant
within their
respective local
authorities. This
includes
officers
responsible for
housing, social
services,
health,
education,
employment,
and community
engagement.
Additionally,
representatives
from relevant
stakeholder
organisations,
such as support
groups,
charities, and
government
departments
may be invited
to participate
as and when.

ensure that
individuals
who have
served in the
British Army
do not face
disadvantage
as a result of
their service.
The network
aims to
influence
central
government -
using the
mechanisms
of the LGA -
to provide
local
authorities
with the
necessary
tools,
resources,
and support
to fulfil their
obligations
under the
Armed
Forces
Covenant
and
effectively
address the

that serves to
benefit
members of
the armed
forces
community
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needs of the
armed forces
community
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External Dates:- | Parties Contact | Aims Added
working group | Start & Officer Value/Benefits
Review
WEST KENT 1992 KCC, DBC, Senior To maintain | Allows for
JOINT Sevenoaks DC, | Private | a strategic | consideration of
MANAGEMENT Tonbridge and | Sector | overview of | NEW legislation,
best practice,
GROUP Malling BC, Housing | equipment training
(DISABLED Maidstone BC, | Officer | and needs/opportunities
ADAPTATIONS) Tunbridge Wells adaptation | and monitoring of
BC, Gravesham services for activity ?nd
) ) expenditure
BC, Tonbridge disabled
and Malling HA, persons in
Hyde ‘in touch’ the West
Support Ltd Kent social
(HIA), Health services
Authority, User area
Groups.
Overview of
local authority
performancere
disabled
adaptations
HEALTH DBC all Depts, Health Support Access specialist Reputational -
INEQUALITIES Public Health, | Team delivery of | resources and Delivery of
ACTION DG&S, VCSE Lead Corporate | funding streams health
GROUP Plan - services is not
identify controlled at
inequalities DBC level
in public
health,
lobby for
accessible
health
services
and ensure
our powers
are used
effectively
to improve
health
outcomes
for Dartford
people.
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External working | Date | Parties Contact Aims Added
group s:- Officer Value/Benefi
Star ts
t&
Revi
ew
DARTFORD K&M ICB Community | This Board is | Putting Effectivenes
GRAVESHAM ICB Developme | responsible children and | 5 of the
- N young people
AND SWANLEY Clinical Lead for | nt Manager | for bringing at the group —
HEALTH AND CYP Services together forefront  of
CARE organisations | planning and | Therole,
PARTNERSHIP ICB Programme across the | commissionin | effectivenes
and Project system, g and | g and
CHILDREN’S M ) ) delivering .
anagers including . membershi
AND YOUNG ) , services. It
PEOPLE’S Children’s Acute health, social | can also lead | P of the
& Community care, local | to added | Board will
BOARD Paediatrics authority, valu_e ) by | be reviewed
oublic health, | 26MeVing at least
. something
Local Maternity voluntary and | more than the | @nnually
and Neonatal community Council could | with an
System sector do by working | initial
Representative providers and alone. review after
patient six months
DGS HCP representative to ensure
HCP s. that it is
Director/Associa fulfilling its
te Director purpose
, Our collective within the
HCP Pr|mf';1ry aim  is  to overall
Cf';\re Medical reduce health governance
Director and/or structures

HCP GP Clinical
Lead

Dartford and

Gravesham NHS

Trust (DGT)

Chief

Medical Officer —

Chair

Chief Executive
Officer

Chief
Nurse,Chief
Operating

inequalities for
children and
young people,
enabling them
to access
healthcare
services
where needed,

and ultimately

aiming to
focus on
prevention
moving
forward.
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Officer, CYP
Clinical Director
,Associate
Director of
Nursing, CYP
Services,
Divisional
Director of
Operations, CYP
Services,
Community
Services
KCHFT
Representative,
Oxleas
Representative,
Mental Health
Services
Operatio
ns Director,
NELFT, DGS
Health & Primary
Care Director
of Collaborative
Delivery,
SECAMB
Strategic
Partnerships
Manager,
Healthwatch
Kent Manager,
Voluntary Sector,
Local Authority
Kent
County Council
(KCC) -
Children’s Social
Care, KCC Early
Years and
Education
Commissioners,
Bexley Council
Representative,
Public Health
Consultant for
DGS area, Whole
Systems Obesity
Lead for DGS
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area, Borough
and District
Councils,
Dartford
Borough Counci,
Gravesham
Borough
Council,
Sevenoaks
District Council,
Bexley Borough
Council, Other
Other
HCPs including
out of area if

required
KCC TRAFFIC KCC, ALL Emergency | Ensure Reputationa
MANAGEME DISTRICTS, Planning collaboration Lrisk due to
NT ORDERS DISTRICT Officer between all events
GROUP EPO’S, Utilities, parties and clashing
Planning, All prevent with road
works and
Emergency clashes
closures,
Services between .
causing
events and cancellatio
works nor
curtailment
of events.
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DBC Liaison Groups

Liaison Dates:- | Groups Contact | Aims Added
Group Start & Officer Value/Benefits
Review
DARTFORD St Catherine’s Events The Dartford Engaging young | Reputational
YOUTH Catholic School | & Youth Council people to risk —concerns
COUNCIL for Girls; the Culture | aimsto provide | participate in that
Leigh Academy; | Team ameans of two | community participation
North Kent Leader | way development limited to
College; Dartford communication | and citizenship | Grammar
Grammar School between issues. School pupils.
for Girls (x2); Dartford Mitigated by
Dartford Borough work currently
Grammar School Council and the taking place
for Boys (x2); young people with Youth
CTK St Mary’s who live, work focussed
Sixth Form (x2) and go to organisations
schoolin the across DBC
Dartford under the Young
Borough. People portfolio.
The
Communities
Team are also
working closely
with DBC’s
Resident
Involvement
Officer to
explore joined
up working
DARTFORD Events To consult and Resident Reputational
ELDERS’ & listen To engagement on | Risk if DBC does
FORUM Culture | enhance social | health, council | notrespond to
Team inclusion and third challenge of
Leader sector services | expanding
To connect membership -
concern is that
minority groups
new to Dartford
will be excluded
if membership
closed because
venue does not
have capacity to
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accommodate
greater
numbers.

Reputational
Risk if
engagement has
no visible
outcomes

Reputational
Risk if purpose
of group is
unclear
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Liaison Dates:- | Groups Contact Aims Added
Group Start & Officer Value/Benefits
Review
FRIENDS 2000 DBC officers Head of To advise Listen to users’
OF and members, Waste, and assist views and
DARENTH Arrow Riding Public with the requests,
COUNTRY Centre, PSU, Realm & running of coordinates
PARK Groundwork, Enforcement | the park activities, and
Darenth and Services supports
Bean Parish volunteers
Council, which reduces
Residents budgetary
Groups needs, involves

residents and
users giving a
sense of
involvement
and voice.
Disseminates
information.
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Liaison Dates:- | Groups Contact Aims Added
Group Start & Officer Value/Benefits
Review
FRIENDS 2000 DBC officers Head of To advise on | Listen to users’
OF and members, Waste, the running views and
DARTFORD Police, Fire Public of the park requests,
HEATH Service, local Realm & and actasa |coordinates
residents, heath | Enforcement | forum activities, and
users and Services between supports
volunteers users/ volunteers
organisations | which reduces
budgetary
needs, involves
residents and
users giving a
sense of
involvement
and voice.
Disseminates
information.
FRIENDS 2000 DBC officers Head of To advise on | Listen to users’
OF and members, Waste, the running views and
HESKETH Police, Cricket Public of the park requests,
PARK Club, Bowls Realm & and actasa |coordinates
Club, local Enforcement | forum activities, and
residents and Services between supports
park users users/ volunteers

organisations

which reduces
budgetary
needs, involves
residents and
users giving a
sense of
involvement
and voice.
Disseminates
information.
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Liaison Dates:- | Groups Contact Aims Added
Group Start & Officer Value/Benefits
Review
DARTFORD Reps of Tenants | Head of Toforma Gives the
BOROUGH and Housing constituted opportunity for
TENANTS & Leaseholders borough forum
LEASEHOLD Forum and DBC wide tenants | members to
FORUM and gain knowledge
leaseholders | about the
consultative | Council and its
group partners and to
develop its own
action plan.
HOUSING 2022 Member, Officer | Director To advise on | Tenant and
ADVISORY and Tenant of and review Member
BOARD representatives | Housing & | strategic engagement
Public housing with the
Protection | issues housing
service
Committees set up under the Local Government Act 1972
ELTHAM DBC, LB Head of To lay down Provision Low —joint
CREMATORIUM Greenwich, LB Finance policy for the of committee
Bexley operation of cremation oversees.
JOINT .
COMMITTEE Eltham ' services to
Crematorium | Dartford
residents
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11.9 DARTFORD BOROUGH COUNCIL - POLICY FOR INTERROGATING SOCIAL MEDIA
FOR INVESTIGATIVE PURPOSES

1.

1.1

1.2

1.3

1.4

1.5

INTRODUCTION

Open-source Intelligence or OSINT refers to a broad array of information and
sources that are generally available (whether on payment or otherwise), including
information obtained from internet (social networking) sites, books, media,
newspapers, radio, television, journals, TV, newswires, newsgroups, mapping,
imagery photographs, commercial subscription databases and other library data.

Social networking sites and OSINT contain a wealth of information, intelligence
and evidence about suspects, victims, witnesses, members of organised crime
groups and other aspects of criminal and anti-social activity.

Social networking - Twitter, Facebook and LinkedIn to name but a few have opened
up numerous opportunities and is a key component to profiling the subject of an
investigation. The pool of information (postings, videos, photos etc.) about each
individual can form a distinctive social signature.

Social networking evidence can be a valuable addition to an investigation, but it
has to be gathered in a way that will hold up in court. Once the access to social
networking information has been secured, simply due to public accessibility,
evidence must be gathered in a way that is legal and useful. Collecting evidence
from social networking sites has the potential to impact on individual’s rights to
privacy and may therefore require authorisation under the Regulation of
Investigatory Powers Act 2000 (see section 3 below).

This Policy sets the framework by which officers may utilise OSINT, social media
and video sharing sites when conducting investigations into alleged offences and
aims to ensure the minimum standards that mustbe adopted by all officersin order
to maintain the integrity of any evidence gained so as not to compromise:

the hardware/software infrastructure of the Council’s computer systems;
investigative tactics;

on-going and future Council investigations;

the personal safety of individuals; and

reputational risks to the Council;

breach of RIPA reportable to IPCO"and possible disciplinaryissues.

This Policy also ensures that investigations are done lawfully and correctly so as not to
interfere with an individual’s human rights and with due consideration of relevant legislation,
including:

o the Human Rights Act 1998;
o the Data Protection Legislation?;
o Computer Misuse Act 1990

1 Investigatory Powers Commissioner’s Office
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%Data Protection Act 2018 and UK GDPR (derived from the General Data Protection Regulation (EU) 2016/679)

o the Regulation of Investigatory Powers Act 2000, together with the published
codes of practice from the Home Office, IPCO and the Information
Commissioner's Office;

o Chapter 30 of the Criminal Procedure and Investigations Act 1996 (Section 23(1))
Code of Practice);

o PACE 1984

o Protection of Freedoms Act 2012 - regulation of CCTV and other surveillance
camera technology & Surveillance Camera Commissioner + Codes of Practice.

1.6 This Policy should be read in conjunction with the Council’s

Remember to complete the ‘Application for authorisation to conduct an OVERT
investigation’ (on the intranet).

2. WHAT IS MEANT BY ‘SOCIAL MEDIA’

2.1 Social media can take many forms. However, there are some facets, which will be
common to all forms of social media.

Social media will always be a web-based service that allows individuals and/or
businesses to construct a public or semi-public profile. Beyond this, social media can
be very diverse, but will often have some, or all, of the following characteristics;

o theabilitytoshowal list of other users withwhomtheyshare aconnection;
often termed “friends” or “followers”,

o theability to view and browse lists of connections and those made by others

within the system;

o hosting capabilities allowing users to post audio, photographs and/or
video content that is viewable by others.

2.2 Social media can include community based web sites
, online discussions forums, chatrooms and other online
social spaces. Current examples of the most popular forms of social media and
therefore the most likely to be of use when conducting investigations into alleged
offences, include;

Facebook
Twitter
YouTube
Vine
Instagram
LinkedIn
Pinterest
Google+
Tumblr
Reddit
Flickr

oooocooobooooao

2.3 Social media interrogations involve the detailed analysis of an organisation’s or
individual’s social media accounts. They are commonly used to provide
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2.4

2.5

2.6

information relevant to an investigation, court case or background checks.

Interrogations can be critical in providing admissible evidence in civil and criminal
matters, pre-employee screenings or internal investigations involving current or
former employees. This can be due to the need to ascertain specific evidence in
relation to potentially fraudulent activity, data theft, gross misconduct, identifying
those responsible for environmentally damaging fly-tipping, benefit fraud, or
selling alcohol or tobacco to minors.

By its very nature, social media accumulates a sizable amount of information
about a person’s life, from daily routines to specific events. Accessibility on mobile
devices can also mean that a person’s precise location at a given time, may also
be recorded whenever they interact with a form of social media on their devices.

Although social media is a useful tool when investigating alleged offences with a
view to bringing a prosecution, there is a danger that its use can be abused, which
would have an adverse effect, damaging potential prosecutions and even leave
the Council open to complaints or criminal charges itself.

3. HUMAN RIGHTS & REGULATION OF INVESTIGATORY POWERS ACT 2000

3.1

3.2

3.3

3.4

(RIPA)

Whilst the use of social media to investigate is not automatically considered
covert surveillance, its misuse when conducting investigations can mean that it
crosses over into the realms of covert and/or targeted surveillance, even when that
misuse is inadvertent, therefore becoming unauthorised surveillance and
breaching a person’s right to privacy under Article 8 of the European Convention
on Human Rights.

There is a significant amount of information on an individual’s social media pages.
This information might be relevant to an investigation being undertaken by the
Council. However, unguided research into the sites of suspect offenders could fall
within the remit of RIPA and therefore require a directed surveillance
authorisation, prior to the undertaking of an investigation. See the RIPA
(Regulation of Investigatory Powers) Policy Statement.

Where a website or social media account requires a minimal level of interaction, such
as sending or receiving a friend request before access is permitted, this may not in
itself amount to establishing a relationship. Equally, the use of electronic gestures
such as “like” or “follow” to react to information posted by others online would notin
itself constitute forming a relationship. However, it should be borne in mind that
entering a social media site or responding on these terms, may lead to further
interaction with other users and a CHIS authorisation should be obtained if it is
intended for an officer ora CHIS to engage in such interactionto obtain, provide access
to or disclose information?, without disclosing their identity.

Officers embarking on any form of investigatory action should always do so with
RIPA in mind. Whilst RIPA will not always be relevant to every investigation, it is
vital that officers involved in investigative practices regularly review their conduct
with respect to investigatory actions. Any investigation is capable of evolving from
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being one that does not require a RIPA authorisation, to one that does, at any point.
Instances of repeated and/or regular monitoring of social media accounts, as
opposed to one-off viewing, may require a RIPA authorisation.

Intelligence provides a link to evidence. Evidence of whatever type must
be both relevant and admissible. Evidence is relevant if it logically goes
to proving or disproving some fact at issue in the prosecution. It is
admissible if it relates to the facts in issue, or to circumstances that make
those facts probable or improbable and has been properly obtained.
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3.5

3.6

3.7

3 Referto paragraphs 4.29 to 4.35 of the Covert Human Intelligence Sources Code of practice (December 2022) for details on where

a CHIS authorisation may be available for online activity , including the need to carry out a risk assessment RI PA/Policy For
Interrogating Social Media For Investigative Purposes 7 March 2023

Even if surveillance without a RIPA authorisation is notillegal, if a RIPA authorisation is
not obtained, the surveillance carried out will not have the protection that RIPA affords
and may mean itis rendered inadmissible.

Even if surveillance without a RIPA authorisation is notillegal, if a RIPA authorisation is
not obtained, the surveillance carried out will not have the protection that RIPA affords
and may mean itis rendered inadmissible.

If reasonable steps have been taken to inform the public or particular individuals that
their social media account(s) is being monitored, this can be regarded as OVERT and a
directed surveillance authorisation will not normally be required. Officers must at all
times use their department’s allocated social media account (see section 12
below).

PRIVACY SETTINGS & PRIVATE INFORMATION

4.1 Expectation of privacy is a key issue and must be given proper consideration.
A decision will hinge on whether the users of the particular site have a
reasonable expectation of it. Users normally have the choice whether to make
their profile and associated postings/blogs available for public view or to
restrict access to ‘friends’ only. Many users may assume that the 'default’
settings deliver reasonable privacy, so may not specifically set their
requirement, but still 'expect’ privacy of access to their content. Similarly,
'friends' variations on settings can impact on others' privacy. Much depends on
the way the hosting site is programmed (or on original philosophy of the
provider).

It is therefore recognised that the account 'settings' may not always fully reflect the end-
users expectation of privacy. It is however reasonable to conclude that postings on
‘walls’ or ‘blogs’ on a social networking site to which the author has applied no privacy
settings to, are likely to be considered to be within the public domain (see section 4.2.
below).

4.2 Private Information - when a person’s activities take place in public, covert
surveillance of that person’s activities in public may still result in the obtaining
of private information. This is likely to be the case where that person has a
reasonable expectation of privacy, even though acting in public and where a
record is being made by a public authority of that person’s activities for future
consideration or analysis.

These considerations are also likely to arise if several records relating to one subject
are to be analysed together in order to establish, for example, a pattern of behaviour,
lifestyle etc., or if one or more pieces of information (whether or not in the public
domain) are covertly obtained for purposes of making a permanent record on that
person or for subsequent data processing to generate further information. In such
circumstances, the totality of information gleaned may constitute private information
even if individual records do not.

4.3 It does not always follow that users who do not restrict access have totally
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forfeited their right to privacy or that covert research of their profiles could not
amount to directed surveillance. Where means of restricting access to the
information have been putin place, the author has a clear expectation of privacy
and so the use of measures to circumvent access controls is capable of
amounting to surveillance and may require authority under RIPA.

4.4 Depending on the nature of the online platform, there may be areduced
expectation of privacy where information relating to a person or group of people
is made openly available within the public domain (see Appendix 1 — Is the
information on Facebook private or public?).

RI PA/Policy For Interrogating Social Media For Investigative Purposes 7 March 2023
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4.5 Whereinformation aboutan individualis placed on a publicly accessible
database, for example the telephone directory or Companies House, which is
commonly used and known to be accessible to all, individuals are unlikely to
have any reasonable expectation of privacy over the monitoring by public
authorities of that information.

4.6 Individuals who post information on social media networks and other websites
whose purpose is to communicate messages to a wide audience are also less
likely to hold a reasonable expectation of privacy in relation to that information.

4.7  Where privacy settings are available, but not applied, the data may be
considered ‘open source’ or publicly available (i.e. there is a reduced
expectation of privacy).

Example: Where a person publishes content on a public profile, they allow
everyone, including those not on that particular social media platform, to access
and use that information whilst also allowing it to be associated with them. In
practice, this means that photographs, video content or any other relevant
information posted by individuals and businesses to a public profile on any
given social media platform can be viewed, recorded and ultimately used as
evidence against them should the matter end in legal proceedings, subject to
the usual rules of evidence.

4.8 Whilst a person may have a reduced expectation of privacy whenin a public place,
covert surveillance of that person’s activities in public may still result in the
obtaining of private information. This is likely to be the case where that person has a
reasonable expectation of privacy even though acting in public and where a record is
being made by the Council of that person’s activities for future consideration or
analysis. Surveillance of publicly accessible areas of the internet should be treated
in a similar way, recognising that there may be an expectation of privacy over
information, which is on the internet, particularly where accessing information on
social media websites. This is because the intention when making such
information available was not for it to be used for a covert purpose such as
investigative activity. This is regardless of whether a user of a website or social
media platform has sought to protect such information by restricting its access
by activating privacy settings.

4.9 Whether the Council interferes with a person’s private life includes a
consideration of the nature of the Council’s activity in relation to that
information. Simple reconnaissance of such sites (i.e. preliminary examination
with a view to establishing whether the site or its contents are of interest) is
unlikely to interfere with a person’s reasonably held expectation of privacy and
therefore is nost likely to require a directed surveillance authorisation.

General observation duties do not require a RIPA authorisation, whether covert or overt. Such
general observation duties frequently form part of the Council’s legislative functions, as
opposed to the pre-planned surveillance of a specific person or group of people. General
observation duties may include monitoring of publicly accessible areas of the internet in
circumstances where it is not part of a specific investigation or operation.

However, where officers are systematically collecting and recording information about a
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particular person or group, a directed surveillance RIPA authorisation should be considered.
These considerations apply regardless of when the information was shared online.

Example: Council officers monitoring publicly accessible information on social
media websites, using a general search term (such as the name of a particular
event they are monitoring), would not normally require a directed surveillance
authorisation. However, if they were seeking information relating to a particular
individual or group of individuals, for example, by using the search term
“group x” (even where the true

identity of those individuals is not known) this may require authorisation. This
is because use of such a specific search term indicates that the information is
being gathered as part of a specific investigation or operation, particularly in
circumstances where information is recorded and stored for future use.

Personal information obtained through general observation, is subject to the
Data Protection Legislation.

410 Officers must ensure compliance with the Data Protection Act 2018 principles and
UK GDPR. The social media interrogation must be legitimate under the Data Protection
Legislation. This means it must be reasonable, lawful and appropriate. Obtaining information for
one purpose, cannot later be used for a completely different purpose. Check whether the way
the planned interrogation of social media provides a 'lawful basis' for processing data under the
UK GDPR. If sensitive (i.e. 'special category') data is likely to be collected —this means extra
conditions must be met under the UK GDPR -see

the Analysis of Social Media for Investigations - Privacy Notice. A Data Protection Impact

Assessment (DPIA) must be carried out with reference to the lawful bases and legal gateways

(see section 10 below).

4.11 Where officers intend to access a social media or other online account to which
they have been given access with the consent of the owner, they will still need to consider
whether the account(s) may contain information about others who have not given their
consent. If there is a likelihood of obtaining private information about others, the need for a
directed surveillance authorisation should be considered, particularly (though not
exclusively), where it is intended to monitor the account going forward.

412 When considering what is available on an individual’s public social media
profile, officers investigating an offence, or potential offence, should always keep in
mind what relevance it has to that investigation. Only information that is relevant to the
investigation and goes some way toward proving the offence, should be gathered. If
there is any doubt as to whether something is relevant, then advice should be sought
from Legal Services.

5 CONDUCTING INVESTIGATIONS/RESEARCH OVER THE INTERNET

5.1 Internet Service Providers maintain a record of IP addresses and the sites visited.
Websites may record IP addresses as well as other details about the computer
used including the browser, operating system, and computer name. Records are
often kept of the time and date of each visitin addition to the sites the visitor
came from and went to. Websites can install cookies on to a computer in order to
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identify the user, should they return to that site, or another site that subscribes to
the same cookie monitoring service.

5.2 Any activity carried out over the internet leaves a trace or footprint that can
identify the device used and, in some instances, the individual carrying out that
activity. Officers engaged in investigation and/or research over the internet must
take precautions to protect the security of themselves and of the Council’s
computer systems.

5.3 Only Level 1 Overt Open Source Intelligence/Research and Level 2 Advanced
Open Source Investigation/Research (see the levels below) should be carried
out on devices that are attributable to the Council. For any other type of covert
investigation/research, where the investigator would not wish those being
investigated to be aware of the investigation or of Council interest, equipment
must be used which cannot be attributed to the Council or any individual
member of staff.

A computer or laptop cannot be made totally ‘non-attributable’, as there is a risk of detection
through connection to the IP address. However, the use of a Council allocated iPad or similar
device, connected to its mobile network (not to wifi), would be ‘non-attributable’.

A non-Council identity (email address), would need to be used on the ‘non-attributable’ device
- an email address that identifies (or risks identifying) the user should not be used — instead,
use a random email address e.g. golden.sunsets@gmail.com.

Non-attributable devices must never be used for personal use.

5.4 Departments must ensure that a ‘non-attributable’ device is kept in a secure
environmentandthatthere are strict proceduresinplacetoregulate and auditits use.
Records mustbe kept of sites visited and information gathered in a locally held
log/register. The criteria detailed in the following levels should be seen as a minimum
requirement to carry out operational activity on the internet.

If the iPad is a 10.1-inch model or smaller, a free version of MS Word can be used to store
and maintain documents on the iPad.

5.5 Staff carrying out any type of investigation/research over the internet
must be appropriately trained (see section 11 below).

Level 1 - Overt Open Source Investigation/Research

» conducting research overtly across publicly accessible search areas of the internet
such as map viewing, street views, local authority sites, auction sites or any publicly
available website in cases where there is no requirement to register details to gain
access;

* mustnotbe used forany covert investigation;

= astheresearch activity is considered overt, there is no requirement for any
RIPA authorisation;

= no senior officer advance authorisation required but officers must adhere to
relevant Council Data Protection Legislation policies/procedures and IT
Security Policy;

= mustbe conducted on Council computers.
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Level 2 - Overt Advanced Open Source Investigation/Research

= researchacross publicly accessible search areas of the internet, such as search

engines, people search sites and social network sites;
» registration required to gain access;
= theresearchis notintended to remain covert and may become known to the subject;
= nosenior officer advance authorisation required, unless convert surveillance isintended;
= active consideration should be given to a RIPA authorisation on a case-by-case basis;

= sterile profile accounts [a profile in the true name of the officer, but is not their active
profile and is entirely sterile of their personal information] must be used to log onto
sitesrequiring registration (see section 5.6 below);

= anyinteraction with the subject must not be covert and there must be no interaction
with a subject beyond that which is entirely necessary for the immediate purposes.
Be aware that befriending subjects, poking, writing on walls or joining groups is likely
to require a RIPA directed surveillance authorisation) unless it is explicit that the
profile is that of an officer;

= mustbe conducted using Council computers;

= must be able to evidentially capture and store information, as these records would
need to be available for inspection/audit in any subsequent internal/external
investigation.

Level 3 - Covert Advanced Open Source Investigation/Research

= research across publicly accessible search areas of the internet such as search
engines, people search sites and social network sites requiring registration to gain
access;

= researchisintended to remain covertand is not intended to become known to the subject;

= RIPA authorisation procedure referred to in xxx MUST be followed;

= false persona profile accounts [a profile created in a false name to protect the
officer’s true identity becoming known to the subject] must be used to log onto sites
requiring registration (see section 5.6 below);

» there must be no interaction with subjects — no befriending subjects, writing on walls
or joining discussions;

= must be able to evidentially capture and store, as these records would need to be
available for inspection/audit in any subsequent internal/external investigation

= only non-attributable computers to be used.

5.6 Sterile & /False Persona Profile Accounts - Under no circumstances will
officers use their own personal or anyone else’s social networking profile to conduct
work related research, regardless of whether the investigation is of an overt or covert

nature.
5.6.1 sterile profile accounts must be created with the true details of the officer
making enquiries and must be registered using their Council email address;
5.6.2 false persona profile accounts must only be used for covert investigations and

must be undertaken using a non-attributable computer.

No false persona account must be set up without prior authority, in consultation with the Data
Protection Officer. If an officer needs to establish a false persona account on line account (for
example an email address) that does not identify themselves as a Council employee, then this
requires authorising by their senior manager. Authority need not be under RIPA unless the
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activity that is then undertaken is covert surveillance.

5.7 Trawling - Using the internet to research publicly available information is an
important element of modern intelligence collection. Using key words to search
information across the internet and in websites that have not been subject to any
security controls or personal restrictions by the authors, can be effective at identifying
emerging threats. Although the activity may be covert, this open trawling may not
acquire private information and may not therefore require RIPA authorisation.

Continual and targeted examination of data in this way may increase the likelihood of private
information being obtained from others and therefore, consideration should be given to
obtaining a directed surveillance authorisation. Each case needs to be considered in isolation,
as all social media sites are different. If no access controls are applied (i.e. open data for all to
view), then there is no expectation of privacy. Therefore, a RIPA authorisation for directed
surveillance would not necessarily be needed, if no access controls were in place. However,
as indicated above, all sites are different and individual consideration should be given.

A false persona profile account may be required if a covert account is needed to search any
sites. However, it would be unusual to need such a profile account, unless access controls
were on a site.

5.8 Covertly Breaching Access Controls - Social media sites encourage members
to establish in-built security controls to restrict the level of private information thatis on
display.

For example, Facebook provides security levels that a member can set to allow only accepted
‘friends’ to be able to view the private information of the member.

To gain access to this information covertly, an officer would need to use a false persona profile
account to register with Facebook, create a profile and then send a request to the subject to
become their friend. Therefore, if a subject’'s account access is restricted, which needs the
officer to covertly breach those access controls, then a directed surveillance authorisation is
required. This authorisation is sufficient so long as the intention of the officer is to only monitor
the contents of the site that they have accessed.

For example, using Facebook, an officer ‘bumps’ to the subject with the hope that the subject
accepts their request without any challenge or exchange on line. Once accepted (without
challenge) the officer only remains inactive as a ‘friend’ on the subject’s profile, which enables
them to view the content of the site. This activity would be considered as covert and likely to
obtain private information (as access to it is restricted). In this example, only a directed
surveillance authorisation should be applied for. A false persona profile account would be
required to log onto Facebook.

A CHIS authorisation may be required when using an internal trading organisation in
circumstances when a covert relationship is likely to be formed. However, the use of disguised
purchaser details in a single overt electronic purchase is not likely to require a CHIS
authorisation because no relationship is usually established at this stage.

6 WHAT IS PERMITTED UNDER THIS POLICY

o using different platforms to gather information that are publicly available (see
section 9 below);

o usinginformation posted on a public profile without a RIPA authorisation;

o using social media for surveillance with a RIPA authorisation, where the
investigation is unusual and/or is likely to capture confidential information and the
risks to privacy have been assessed as being proportionate and justified.
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Officers must at all times prevent their own identities becoming compromised
while doing their investigations or research.

7 WHAT IS NOT PERMITTED UNDER THIS POLICY?

7.1 Where an individual under investigation has set their social media account to

private, officers should not attempt to circumvent those settings under any
circumstances. Such attempts would include, but are not limited to;

sending ‘friend’ or ‘follow requests to the individual;

setting up or using bogus social media profiles in an attempt to gain access to the
individual’s private profile (unless this has been authorised by a senior manager
and supported by a RIPA authorisation);

contacting the individual through any form of instant messaging or chat
function requesting access or information;

askingfamily, friends, colleagues or any other third partyto gainaccess ontheir
behalf, or otherwise using the social media accounts of such people to gain
access;

covert monitoring through social media without a directed surveillance
authorisation (see section 3.2 above);

establishing a covert relationship through social media without a CHIS
authorisation (see section 3.3 above); or

any other method, which relies on the use of subterfuge or deception.

Officers should keep in mind that simply using profiles belonging to others, or indeed fake
profiles, in order to carry out investigations does not provide them with any form of true
anonymity. The location and identity of an officer carrying out a search can be easily traced
through tracking of IP addresses and other electronic identifying markers.

7.2

7.3

8

8.1

Whilst one-off visits, or otherwise infrequent visits spread out over time, cannot
be considered ‘directed surveillance’ for the purposes of RIPA, repeated or
frequent visits may cross over into becoming ‘directed surveillance’ requiring
RIPA authorisation. A person’s social media profile should not, for example, be
routinely monitored on a daily or weekly basis in search of updates, as this will
require a RIPA authorisation, the absence of which is an offence.

Regardless of whether the social media profile belonging to a suspected
offender is set to public or private, it should only ever be used for the purposes of
evidence gathering. Interaction or conversation of any kind should be avoided at
all costs, and at no stage should officers seek to make contact with the
individual through the medium of social media. Any contact may lead to
accusations of harassment or, where a level of deception is employed by
Officers, entrapment, either of which would be detrimental and potentially fatal
to any future prosecution.

CAPTURING EVIDENCE (MAINTAINING RECORDS) (see Appendix 2 —
Evidence)

Once content available from an individual’s social media profile has been
identified as being relevant to the investigation being undertaken, it needs to be
recorded and captured for the purposes of producing as evidence at any
potential prosecution. Depending on the nature of the evidence, there are a
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8.3

8.4

number of ways in which this may be done:

where evidence takes the form of a readable or otherwise observable content, such
as text, status updates or photographs, it is acceptable for this to be copied directly
from the site, or captured via a screenshot, onto a hard drive or some other form of
storage device, and subsequently printed to a hard copy. The hard copy evidence
should then be exhibited to a suitably prepared witness statement in the normal way;

where evidence takes the form of audio or video content, then efforts should be made to

download that content onto a hard drive or some other form of storage device such as a
CD or DVD. Those CDs and/or DVDs should then be exhibited to a suitably prepared
witness statement in the normal way. Any difficulties in downloading this kind of evidence
should be brought to the attention of the IT Section who will be able to assist in capturing
it.

8.2 When capturing evidence from anindividual’s public social media profile, steps
should be taken to ensure that all relevant aspects of that evidence are recorded
effectively. For example, when taking a screenshot of a person’s social media
profile, officers should make sure that the time and date are visible on the
screenshot in order to prove when the evidence was captured. Likewise, if the
evidence being captured is a specific status update or post published on the
suspected offender’s profile, steps should be taken to make a screenshot.
Without this information, the effectiveness of the evidence is potentially lost as
it may not be admissible in court.

Duetothe nature of social media, there is a significant risk of collateral damage
inthe form of other, innocent parties’ information being inadvertently captured
alongside that of the suspected offender’s. When capturing evidence from a

social media profile, steps should be taken to minimise this collateral damage,

either before capturing the evidence, or RIPA/Policy For Interrogating Social Media For
Investigative Purposes 7 March 2023

subsequently through redaction. This might be particularly prevalent on social media
profiles promoting certain events, where users are encouraged to interact with each other
by posting messages or on photographs where other users may be making comments.

Officers will have regard to Chapter 30 of the Criminal Procedure and Investigations
Act 1996 (Section 23(1)) Code of Practice, with regard to the manner in which they
record, retain and reveal to the prosecutor, material obtained in a criminal
investigation and which may be relevant to the investigation and related matters.

Where recorded material (in any form or media) is obtained during the course of an investigation

9

which might be relevant to an investigation, or another investigation, or to pending or
future civil or criminal proceedings, then it should not be destroyed, but retained in
accordance with the requirements of the Council’s Data Retention & Disposal Policy &
Schedule and the Criminal Procedures and Investigations Act 1996 (i.e. consider using
the evidence obtained in a sensitive unused material schedule*) and any other legal
requirements.

OTHER INFORMATION TECHNOLOGY TOOLS AVAILABLE FOR
INVESTIGATIVE

PURPOSES (see Appendix 3 — Internet Research Websites, Appendix 4 —

Search Engines, Appendix 5 — Search Engines Tutorial and Appendix 7 - Images
Videos GPS)
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9.1 Whilst social media can be a useful and fruitful means of investigating offences
and potential offences, itis by no means the only tool available within the realm
of Information Technology. A vast array of other, mostly web-based tools are also
at the disposal of those conducting investigations. For example, where there is a
website advertising the services of a local business and there is evidence that
this business is engaging in illegal activity, there are IT tools available that can
track who is responsible for setting up that website, and so can be a good
starting point when trying to link potential offenders to the offending business.

9.2 There are a series of specialist search tools available, which offer options tothe
online investigator, especially as these tend to excel in searching social media.
Some of these search tools have their own unique strengths, whetheritis
looking at photos, finding user profiles or even establishing geo-social footprints
- collectively they provide a powerful toolkit to the online investigator (see
Appendix 3 - Internet Research Websites and Appendix 4- Search
Engines).

10 DATA PROTECTION LEGISLATION

10.1 Officers must undertake a Data Privacy Impact Assessment before
undertaking surveillance. This is best done in writing and should, among other
things, consider whether the surveillance is necessary and proportionate.

10.2 Personal data processed by the Council is subject to the Data Protection
Legislation. Personal data should be retained and destroyed in accordance
with the requirements of the Council’s Data Retention & Disposal Policy &
Schedule. Due to the nature of social media, it is important to remember that
when information produced as a hard copy is destroyed, that all digital copies
of that evidence is likewise destroyed.

10.3 Providing accessible information to individuals about the use of their
personalinformation is a key element of their legal right to transparency as set
outinthe Data Protection Legislation. As a data controller, the Council has a
duty to explain via a privacy notice, how it processes personal information that
is within its control and its lawful bases forprocessing.

4 Crown Prosecution Service- Disclosure Manual

RI PA/Policy For Interrogating Social Media For Investigative Purposes 7 March 2023
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11

10.4 Before starting a covert investigation or following the gathering of ‘intelligence’
for the purposes of a prosecution, in addition to the relevant RIPA authorisation
for a covert investigation, officers must, in consultation with the Data Protection
Officer:

o complete a Data Privacy Impact Assessment;
o ensure that their service specific privacy notice explains how personal
information is being processed and the lawful bases for such processing.

TRAINING

Officers from the following departments have been trained® to use the internet and world wide
web (open source — freely available data) more effectively for research and investigation,
including the use of jargon, surface search, deep web search, social media investigations
(search, networking and monitoring tools), technologies, how to identify sources of evidence
and protecting IDs online:

e Community Safety Unit;
e Environmental Health;
e Fraud;

¢ Housing Services;

e HR;

e Legal Services;

¢ Planning Services.

12 ALLOCATION OF SOCIAL MEDIA ACCOUNTS

The Communications team will, on the request of a relevant manager, set up sterile profile
accounts for officers who have been trained (see section 11 above). Managers are responsible
for ensuring compliance with this Policy. False profile accounts will be set up in exceptional
circumstances, following advance consultation with the Data Protection Officer.

13 REVIEW

This Policy will be reviewed periodically and in line with the_Policy Statement -
Regulation of Investigatory Powers Act 2000 (RIPA) (as amended) to ensure that
both Policies remain current and compliant with relevant legal requirements and best
practice guidance.

14 EQUALITY IMPACT ASSESSMENT

This Policy has been assessed with regard to an Equality Impact Assessment. The assessment
has been graded as having a low potential impact, as the proposals in this Policy would have
no potential or actual differential impact on grounds of race, ethnicity, nationality, gender,
transgender, disability, age, religion or belief or sexual orientation.

5 28 October 2019

RI PA/Policy For Interrogating Social Media For Investigative Purposes 7 March 2023
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Evidence
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Evidence Process

* Firstoriginal—no corruption of data

* Properties of electronic objects
 (Capture and secure original

* Working copy (mirrorimage)

* Note keeping and record of process used
e Secure storage

 WORM-CD/DVD

e Secure partition on hard server
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Evidence Process

* Training of personnel

* Creation of procedural note and policy
* Completion of audit log/form

* Pocket Note Book entry

e Section 9 Witnhess Statement
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Evidence Process

Audit Trail

CPIA —record, retain, reveal (Defence tactics
relating to investigators capturing evidence)

Print Screen into Word Document

Temporary Internet Files (caches),
Cookies

www.actnow.org.uk
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Evidence Process

 Accurate Record of our activity required
* Video of screen activity
* Hypercam, BBSoft etc

 Keptwith evidence (exhibits)
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Webpage capture
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Web Site Capture
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Browsing history — Audit trail

* When using a computer on the internet, information is
exchanged between your computer and the servers that
host the WebPages that you are viewing. These are
commonly referred to as ‘Temporary Internet Files’ and
‘Cookies’.

* Temporary Internet files are downloaded for each web
page. HyperText Markup Language (html) is the
predominant language for making these web pages.

* They are saved to the Temporary Internet Files folder,

creating a ‘cache’ of the web page on your computer's
hard disk.
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Browsing history — Audit trail
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INTERNET RESEARCH
WEBSITES

Internet Research Websites

01 November
2019

Search Engines

https://www.google.co.uk/ (or com)
https://www.bing.com/
https://www.yandex.com/
http://www.dogpile.com/
https://duckduckgo.com/
http://www.webcrawler.com/
https://uk.search.yahoo.com/

http://www.searchenginecolossus.com/

Comments

e Search engines are real-time directories of what has been cached from the internet by
software — Many types of search engine, searching specific subjects across theinternet

e Skill required to reduce number of ‘hits’ — Boolean logic

e Search engines on small individual websites and larger ones such as ebay, flickr, etc

e Advanced search facilities and filters - semantics

o Exact words and phrases - Predictive text, caches - Regional search engines

Phone numbers

http://www.magsys.co.uk
http://static.ofcom.org.uk/static/numbering/
http://whocallsme.com (and other tele-pest blogs)
https://www.truecaller.com/
https://www.whatsapp.com/

http:// www.saynoto0870.com/

Comments

e Search exact numbers in search engines (speech marks)
e Consider different formats of number posted on a site that might have been cached

¢ 08 numbers require geographical exchange numbers — further information to search

Website details
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http://www.magsys.co.uk/
http://static.ofcom.org.uk/static/numbering/
http://whocallsme.com/
http://www.truecaller.com/
http://www.whatsapp.com/
http://www.saynoto0870.com/

https://www.nominet.uk/
http://whois.domaintools.com/

http://centralops.net/co/

Comments

e Lots of technical data available

122



http://www.nominet.uk/
http://whois.domaintools.com/
http://centralops.net/co/

INTERNET RESEARCH WEBSITES

e Associated accounts (domains etc)
e Opportunities for further enquiries — payment information etc
e Complete history from RIPE

e For a small fee complete history of domain ‘ownership’

Old Website Caches

http://archive.org/web/  Waybackmachine

http://www.webarchive.org.uk/

Comments

o Enter website address (domain name) into search box
o Outlook style calendar for current year appears with cached dates in blue background
¢ Hover over a date and the exact time and date of cache appears

¢ Click on a highlighted date and the old webpage/site appears revealing images, names,
contact details, phone numbers email addresses — all researchable

People Searching - Social Networking Sites

https://pipl.com/

http:// www.yasni.co.uk  (or com)
https://www.yandex.com/

http://www.dogpile.co.uk/
https://lwww.facebook.com/help/community/question/?id=10203187384877484
https://www.facebook.com/help/460711197281324/
https://twitter.com/search-advanced?lang=en-gb
https://www.linkedin.com/help/linkedin/answer/302
https://inteltechniques.com/menu.html
http://osintframework.com/
https://www.bellingcat.com/

https://namechk.com/

https://usersearch.org/

https://www.peekyou.com/

https://pikdo.net/

http://sometag.org

http://www.192.com

Comments
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http://www.facebook.com/help/community/question/?id=10203187384877484
http://www.facebook.com/help/460711197281324/
http://www.linkedin.com/help/linkedin/answer/302
http://osintframework.com/
http://www.bellingcat.com/
http://www.peekyou.com/
http://sometag.org/
http://www.192.com/

Lots of information! - Judge carefully the source and the information provided
Different sites, different settings

Potential privacy and Human Rights and RIPA issues and authorisation may be required
for some activity
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INTERNET RESEARCH WEBSITES

e There is private information on most profiles — and it does require consideration of why
looking at it, and necessity and proportionality of extent of intrusion balanced with what
being dealt with

e Guidance, Your organisation policy — if required obtain legal advice (but don’t be afraid
to consider and use this as a research opportunity) Every set of circumstances needs to

be considered on it's own merits

Businesses

https://beta.companieshouse.gov.uk/
https://opencorporates.com/
https://www.endole.co.uk/products/company-search/
https://www.duedil.com/
https://www.arachnys.com/solutions/investigator

https://star.worldbank.org/content/beneficial-ownership-guides

Comments

e The source of data is Companies House, however researching the site can be time
consuming and for some data require registration

e Many websites provide the same data in more accessible and easily read format

e Searches by postcode, address, through Google etc often return ‘hits’ through these
sites.

e Again, consider reliability and if to be used as evidence or to cause some definitive
action, consider obtaining it directly from Companies House

Property

http://www.zoopla.co.uk

http://www.rightmove.co.uk/

http://www.landregisteronline.gov.uk/

http://www.landregistry.gov.uk/property_info/phs/

http://www.192.com/
https://www.elra.eu/facts-sheets/land-registries-cadastres-in-europe/2-land-registry-and-the-

cadaster/

Comments
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http://www.rightmove.co.uk/
http://www.landregisteronline.gov.uk/
http://www.landregistry.gov.uk/property_info/phs/
http://www.192.com/
http://www.elra.eu/facts-sheets/land-registries-cadastres-in-europe/2-land-registry-and-the-

Lots of information about current and old property listings

Photographs, prices, and often tagging data in photographs which might real other
information such as names, email addresses, phone numbers

192.com is a pay site — free searches provide very random, sketchy results

Elra.eu is official EU central point of contact for enquiries with EU land registries
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INTERNET RESEARCH WEBSITES

Blogs

http://www.blogsearchengine.org/
https://www.searchblogspot.com/

http://www.lycos.com/

Comments

e Lots of different blogs search engines — normally focused on particular subjects

Postcode

http://www.royalmail.com

http://www.postcodeanywhere.co.uk/demos/address-finder/

Comments

e Open source royal mail site to check addresses within a post code, or find post code for

an address

Images videos GPS (EXIF Data)

https://www.google.com/imghp?hl=EN
https://www.bing.com/

https://www.tineye.com/ (reverse image search)
https://www.gps-coordinates.org/
www.pic2map.com

https://www.flickr.com/ (search by tagging, location, user, geo-tagging etc)
https://www.google.co.uk/intl/en_uk/earth/
http://www.findexif.com

http://fotoforensics.com
http://exif.regex.info/exif.cgi
http://www.geograph.org.uk/

Comments

e Search images by their properties, tagging data, geo-tagging data etc

e Search images to find them on other websites

e Search by location, user, etc

e Identifies user details, account user names, and lots more which can then be
researched through Google etc to link to other online activity

e Consider facial recognition and machine learning technologies

Vehicles
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https://www.mycarcheck.com/
https://www.gov.uk/request-information-from-dvila
https://ownvehicle.askmid.com/
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INTERNET RESEARCH WEBSITES

https://www.vehicleenquiry.service.gov.uk/Default.aspx
https://www.gov.uk/check-mot-status

https://cazana.com/uk

Comments

o DVLA will provide registered keeper information if requested and reasons are in line with
their disclosure regime

e Other site provide vehicle make, model and colour from registered number
¢ Askmid provides information about current insurance status

e Other sites provide other vehicle history upon payment — but beware, some promise lots
but take your money and deliver little

Organisations

http://www.the-sia.org.uk/home/licensing/register/register.htm (door supervisors etc)
http://www.gassaferegister.co.uk/

http://www.gmc-uk.org (doctors)

http://www.legalhub.co.uk Bar Council register

http://www.gla.gov.uk Gangmasters Licensing Authority

Comments

o A few examples — when researching people and their business or private activities,
consider what organisations they might be registered with. The websites of these

organisations often provide publicly available personal information

ebay

http://www.ebay.co.uk/sch/ebayadvsearch/
http://pages.ebay.co.uk/help/search/search-commands.html
https://www.ecopsapp.com/

Comments

e Using advanced search facilities on ebay, and with practice you should be able to find
information about anything being sold, and information about sellers

e E-cops provides a professional ebay search and statement — at a cost

Financial
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http://findsortcodes.co.uk/#
http://www.postcodeanywhere.co.uk/demos/bank-validator/
https://europa.eu/youreurope/business/taxation/vat/check-vat-number-vies/index_en.htm

https://www.bindb.com/bin-database.html
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INTERNET RESEARCH WEBSITES

http://www.binbase.com/search.html
http://www.equifax.co.uk - http://www.experian.coml|
https://www.trustonline.org.uk/
https://www.gov.uk/search-bankruptcy-insolvency-register

https://www.insolvencydirect.bis.gov.uk/eiir/

Comments

¢ A number of resources that provide bank and other financial services informationipts etc

Identity documents checker sites

https://www.consilium.europa.eu/prado/en/search-by-document-country.html

https://www.keesingtechnologies.com/reference-database/id-documents/

Comments

e Consilium Europa provides free on-line information about EU identity documents such
as passports, visas, identity cards, some driving licences, and other forms of ID

o Keesing is internationally recognised and provides support for all worldwide travel
documents. Publishes bulletins, guidance and online support. Subscription required

Maps

https://www.google.com/maps
https://www.openstreetmap.org
https://yandex.com/maps/

https://liveuamap.com/

Comments

o Extensive and detailed, providing a variety of views, and photographs of street views

o Beware — Streetview and satellite images might be quite old

Evidence Capture

http://www.hyperionics.com Hypercam  Hypersnap
http://www.httrack.com
https://www.flashbackrecorder.com/
http://getfireshot.com/

http://camstudio.org/
http://discover.techsmith.com/camtasia-screen-recording/

http://osirtbrowser.com/

Comments

¢ National and organisational procedures must be followed
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Search Engines




Search Engines

P Software - ‘spiders’ or ‘robots’

* Crawl across web-pages and

documents not securely protected
b




Algorithms (formulas) for analysis and
search results



Search Engines

P Different types — present results in different
order. What do you think might influence this
process

¥ Different levels of penetration and frequency Some

: focus on particular parts of the internet Beware

b L
caches when viewing results

r
Beware predictive text leading to narrow parameters



Search Engines

¥ Return results think we want

Google.com Google.co.uk Google.ie
Google.fr
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Search Engines

0s://www.google.co.uk/ (or com)

0s://www.bing.com/

ns://www.yandex.com/

0://www.dogpile.com/
0s://duckduckgo.com/
0://www.webcrawler.com/
0s://yippy.com/

0s://uk.search.yahoo.com/

0://www.searchenginecolossus.com/
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Search Engines — Advanced Search
Table page 10 of Manual
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Search Engines

* Advanced Search Techniques

¥ Reducing the Number of ‘Hits’




Search Engines

Use Several Search Engines — different
¥ results

Be careful that advanced search does not
tip out’ results e.g. Region - Ireland might
remove universal American sites used

b




Searching Phone Nos.

¥ Enter “07988 123456”

/ Enter “07988123456” (searches precise details)
But what other formats might have been
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¥ Virtual numbers

Attached to geographic exchangesand
numbers

‘say no to 0870’
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Search engines

Introduction

Search engines are real-time directories of information (metadata) that has been cached from
theinternetbysoftware. The software consists of ‘robots’ or ‘spiders’, thatcrawlacross websites
and documents that do not prevent their access. They cache (capture), and store these

webpages.

The web page content is ‘valued’, using a number of analytical tools and values, and also

algorithms set to the values required by that particular search engine.

Some search engines focus on particular parts of the internet.

Because of the individually programmed analytical tools and algorithms, different search
engines might research the same places on the internet, but return results in a very different
order.—there have beenallegations of ‘fixing’ the results, andin someinstances these have been
found to be true. Given the marketing power of search engines and the ability to route users
through particular areas of the internet, the opportunity for financial gains are enormous, and

therefore the likelihood that it is “fixed” is high in relation to some topics to be researched.

A competent website designer will be able to increase meta data, links and associations,
raising the profile of the site and it’s position in the ‘hits’ returned in response to a search. One
mare point of interest is that an uncontrolled search of a common word or series of words will
return results on Google listed in the millions. Although there are many results, this figure is
broadly based on how many times the site has been ‘crawled’ and cached by the spiders and

kept a cache.

So let’s do the maths! If the name Adele appeared on just one webpage in ten places, and the
‘spiders’ crawled the webpage just once per day for, and that one webpage existed since the

year 2000, we have the following calculation -
10(words on webpage) x 365(days per year) x 16(number of years to end of year 2016) = 58,400
A search for the word ‘Adele’ on 9th March 2017 returned ‘179,000,000’ results, but it is now

easy to see how many repeated visits to the same webpage over a period of time
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can easily produce vast numbers of ‘results’. Many pages with many references to Adele, and

not just the singer Adele will produce many hits in a very short period of time

So-therearen’t 179,000,000 webpages found, but 179,000,000 caches or captures of the word

—albeit it might be many of the same!

Harnessing the power of a search engine

As aresearcher of the internet itis not important to know how a search engine works, although
it might assist when interpreting results provided, but it is important to understand howto use
the search engine effectively. Search engine technologyinvarious formsis used by most search
facilities on the internet, including social media, commercial sites, government and other
sites. Even the administrator of a relatively small website van install a Goole ‘widget’ to enable
searching of the site. Therefore the random use of search engine tools might focus your search

on that site.

Searching

To facilitate this training session Google will be used, but there are many other search engines
that you should consider. Remember, Google is a large commercial search engine with vast
software reaching across the internet on a very regular basis, which will inevitably return vast
results. Some other more obscure search engines will only search particular parts of the
internet, with relatively less powerful search facilities, not very efficiently and not regularly
visiting the same webpages, but useful because there focus results in less ‘noise’ (noise is a

term used for all the information that might bury that which you are searching for).

A few basics

When searching, think about the terms and words likely to be used by the entities or their

associates, and use these rather than using only your own official or organisational terminology

Often persons trying to remain relatively anonymous or untraceable will not be found through
their correct name or details. However if you find an address or other related data, remove the
name or details you are researching, or search using this other criteria. It might reveal other

related businesses or persons, or even your subject using a different

identity, and research of these other entities might reveal the information that you are seeking

about your subject.
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Simple example — Search of Stephen Morris Post Code B32 4DJ might not reveal anything
about Stephen Morris, but just a search of B32 4DJ might reveal other persons and details of
businesses at that location. Research of these persons or businesses might reveal links to your

subject, and go on to reveal information about that person that you are seeking.

The Google search you are likely to use in the UK will be defaulted to Google.com or
Google.co.uk. Because of where you are, Google will return results it assumes you are
interested in (UK, European and American), you don’t see much for Peru, or Iceland, or maybe
Japan - but these regions or countries have the internet! So when researching a particular
topic, consider the country or region and in the Google search box type Google with the suffix
for that country. Up will come Google Fr. Google.fr is the French version of Google. Searching
for a French person or place on this search engine will return results for the person or place in

France rather than buildings or places in the UK named after that entity in France.

Spelling - Google's spell checker automatically uses the most common spelling of a given
word, whether or not you spell it correctly. T will provide you with results using its own spelling
but provide you with the opportunity to see results for your spelling. Check which you want and
use that option. Upper and lower case letters are the same in Google. A search for Heinz Baked

Beans is the same as a search for heinz baked beans

Beware of caches!

Earlier we said that the results returned by Google are the cache results. During the training you
will see how to identify the time and date and reveal that cached page. Provided everything
goes well (you have a good, consistent internet connection, the web page still exists, and no
data packets are misplaced in transfer), a click on that link will most probably take you to that
page. However, any number connection of problems might result in you visiting the cache,
which might be several days old. Clearly this is not necessarily how the webpage looks real
time. So best practice is that if you identify something you intend to use as evidence about

the page as it is now, view the website

details in the URL box on your web browser, and go directly to this link via the URL,
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missing outthe search engine. This willmean that you can be sure the webpage you are viewing

is ‘real time’, and then you should capture the information/evidence.

Advanced search and search operators.

In common with other search engines, Google has advanced search facilities, operators, and
tools. Understanding these capabilities, and using variations on words, and phrases together
with adjustments to the operators and tools will reduce the number of worthless results, and

focusthe search effectively. There is no science to this, but practice willimprove your skills.

In common with many search engines, Google constantly changes it’s appearance and
interface. If you have difficulty finding the features detailed below, use the Google ‘help’ search

and type in the facility you are looking for.

At the time of producing this tutorial, the search facilities can be found as follows.

Type in the initial Google search box broadly what you are looking for. This will provide a view
which consists of results, a further search box, below which are the opportunities to search
videos, shopping, images. Also a tab named ‘tools’ — clicking on this tab will reveal further
operators to focus the search such as country or specific dates or ranges of dates. Also, in the
top right hand corner will be a ‘cog’ Clicking on this cog opens a dialogue box and one of the
facilities listed here is ‘advanced search’. Click on advanced search and this reveals many

search operators to fine tune your search.

Many of these search tools can be used by the experienced researcher just within the basic

Google search box using a variety of symbols and punctuations.

There now follows a list of the various search facilities. Remember, adjusting them in isolation
is not what is required, but tweaking and adjusting them as you get particular results is the way

to success.
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Search engine tools and operators

Symbol How to use it

Putting a phrase or series of numbers such as a phone number in speech marks
will return results for that specific word or phrase “0721 423 5983” will return all
of the exact matches for that exact number rather than all of the 0121 numbers,

or obscure part numbers or delivery codes which contain that set of numbers

- When you put a minus sign in front of a word it removes results with that word
in it them. So if you were looking for Steve Davis, but not the snooker player,
using steve davis —snooker in the search box removes the results that include
the word snooker. Multiple words phrases and operators can be used in

conjunction with each other.

Use an asterisk as a wildcard for a term or word you are unsure of.

Example: "a * saved is a * earned"

@ Find social tags

Example: @searcher

OR Find pages that might use one of several words.

Example: waste OR rubbish OR removal OR clearance

# Find popular hashtags for trending topics

Example: #brexit

site: Search and get results from certain sites or domains.
Examples: Gov.uk or Ebay.co.uk

related:  Find websites and blogs (and sometimes social media posts) that are similar to
a web address you are interested in. Example: related:Travelodge.co.uk

linked: Find websites and blogs (and sometimes social media posts) Google has
identified as linked in some way to a web address you are interested in
Example: linked: thesurveillancegroup.com

info: Get information about a web address, including the cached version of the

page, similar pages, and pages that link to the site.
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Example: info:google.com

I
cache: See what a page looks like the last time Google Vvisited the site.

Example: cache:bbc.co.uk

When you search using operators or punctuation marks, don't add any spaces between the

operator and your search terms.

Remember —the key to success is to adjust your various search criteria to focus upon what you
are searching for. If you discover obscure or uncommon terminology for the entity you are

searching, try using this with one or two other unique terms you have. And use more than one

search engine
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Facebook — photos liked by Cerys Poppy




Facebook — profile that uploaded these
photos — Friends!!
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Facebook Searching
- Graphsearch

Facebook uses pages and some regular search engine
type search criteria as well as other algorithms and
settings

Graphsearch

Home page — settings — language settings — language english
us
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Facebook Searching

Type all of exactly what you want to search
Look for hints as you type

Maybe go for final choice on list provided

Photos of ........
Photos by .......

Photos liked by ...........

Photos commented on by ........
Photos of........... friends

Photos by ......... 's friends
Friends of etc. etc.

Useful to be on an associated profile to ensure a link
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Let’s get more personal!

Find information set at private through profile settings

Be specific when searching for information relating to people —
the Facebook search box finds all photos or all posts or groups
for everyone named Stephen Motrris

But what if we could find information precisely relating to our
specific Stephen Morris, or a business.
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Let’s get more personal!

If you have a Facebook profile, you can lock your door to the
information you know exists

However, you can’t lock other doors or corridors across
Facebook. Your posts, comments, photos etc etc may be
available through other routes

Also, whilst Facebook may (and it is a big may) apply the
security you demand through the Facebook search box — there
IS another way in.

- The URL search bar of your web browser
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This profile is completely locked down —
no friends, photos etc to show




Find the Facebook Profile ID — right clickon
a blank area. Then click ‘View page source’
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Ctr-F opens a search box — type profileid

- then profile ID is 565330419
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https://www.facebook.com/search/565330419/photos-of
Profiles — comments — places — husband (location and
address)
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http://www.facebook.com/search/565330419/photos-of

What about businesses — or even
anything that is not a personal
profile?

Using the URL browser we can search specific
terms on Facebook and also use keywords to find
what we are looking for
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Lets research Alcumus —
Type a search in the facebook search box
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Employees and other activity not visible directly
from here, so — view page source
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This is not a profile — it is a page
So the command is pageid
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https://www.facebook.com/search/114012141951755/empl
oyees

about 135 people — personal profiles and personal data
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Market Place — rubbish removal
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Small businesses are normally privately owned corporations, partnerships, or sole
proprietorships. What constitutes "small” in terms of government support and ...
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- www.usnews.com News

iy :1trfl 620x 413 - Dec 17,2013 - Business advocates are hoping the proposed
-- budget deal willprovide funding and stability to smallbusinesses in 2014.

If your New Year's e..

s Il Busi | The i Ti
www.thefiscallimes.com, Life + Money, Career Economics

,..146x 82 - Get small business news and articles about startups,
entrepreneurs and more with The Fiscal Times.

Small Busi Financiall . on Of C -

"', ": sbfdo.ccom/e
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"] 950 x 360 - The Small Business Disaster Loan Guarantee Program helps

agriculture-related enterprises and other small businesses obtain financing
needed to recover ...

Small Business Saturday: AmEx Marketing Ploy2l The Fiscal Times

www.thefiscaltime.scom, Business+ Economye

" 592 x 333 -Nov 30, 2013 - American Express's Small Business Saturday
campaign is an obvious win for Main Street, but is the company's own
bottom-line boost gettingin ..®
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Best guessfor this image: european castles

List of castles in Europe - Wikipedia, the free encyclopedia
en.wikipedia.orglwiki/Lis_tof_castles_in_Europe®

Below are lists of castles in Europe, organized by country: Sovereign states[edit].
CharlottenburgPalace, Berlin, Germany. Windsor Castle, England, United ...

European - Exploring Castles

www.exploring-castles.com/european_castles.htmle

European Castles have caused wars; inspired fairytales; and defined entire nations.
Europe is the birthplace of the castle, and is home to the vast majority of ..
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Facial Recognition

Facebook facial recognition system scans pictures you're
tagged in

KFC store in China lets customers pay with facial
recognition
Rail passengers could be charged for journeys by iris scan

Facebook is looking for your face in photos you don't even
know exist

Facial recognition technology is being used by companies
such as Tesco, Google and Facebook, and it has huge
potential for security. Concerned? It may be too late to opt
out...

Chinese police use facial recognition technology to send
jaywalkers instant fines by text
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11.10 POLICY ON THE DISPOSAL OF SURPLUS AND UNDERUSED LAND AND
PROPERTY OWNED BY THE COUNCIL

1.

AIMS OF THIS POLICY

11.

12

13.

14.

15.

16.

It is government policy that local authorities should dispose of surplus and
under-used land and property wherever possible. The Council has fairly wide
discretion to dispose of its assets (such as land or buildings) in any manner it
wishes. When disposing of assets, the Council is subject to statutory
provisions, in a majority of cases to the overriding duty, under section 123 of
the Local Government Act 1972, to obtain the best consideration that can be
reasonably obtained for the disposal. This duty is subject to certain
exceptions that are set out in the General Disposal Consent (England) 2003.

The way the Council manages its land/property assets can have a significant
impact both on the quality of services delivered to the public and the local
environment. Effective asset management is essential in bringing 'agility' to
land and property assets so that the delivery of the Council's goals and
objectives are realised in a sustainable manner, at the right time and on
budget. The Strategic Asset Management Plan demonstrates the Council’s
approach to managing its land/property assets.

The Council considers the business case for disposing of any assets that are
no longer of any use to it and is unlikely to be in the future or which provides
only abenefitthatis disproportionate to the opportunity cost of the capital tied
up in the asset.

Each asset disposal is treated on its own merits and nothing in this Policy will
bind the Council to a particular course of action in respect of a disposal.
Alternative methods of disposal not specifically mentioned in this Policy may
be used where appropriate, subject to obtaining the necessary authority (see
section 9 below).

This Policy:

sets out the procedure to be adopted in connection with the disposal of
surplus and under-used assets and ensures that requests to purchase
Council owned assets are dealt with in a fair and consistent manner and that
any person who may have an interest in making an offer to purchase, has the
opportunity to do so in circumstances no less favourable than anybody else;

distinguishes requests for small areas of land that may be considered for sale
by private treaty and larger areas with development potential that should be

sold on the open market.

Although this Policy will normally be followed, there will be occasions where
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the procedure may need to be changed, particularly for larger, more complex
land/property sales.

2.THE ‘SURPLUS’ TEST

Land/property will be deemed surplus to the Council’s requirements where:

(@)
(b)

it makes no contribution to the delivery of the Council’s services, strategic or
corporate objectives;

an alternative site has been identified which would be more cost effective in
delivering the Council’s services, strategic or corporate objectives;

it has no potential for strategic or regeneration/redevelopment purposes in the
near future;

itwillnot contribute to the provision of a sustainable pattern of development;

it makes no contribution to protecting and enhancing the natural, built and
historic environment, including making no contribution to helping to improve
biodiversity.

The Council is required to publish details of land/property, which it has declared surplus to
requirements’.

3. THE ‘UNDER-USED’ TEST

Land/property will be deemed to be under-used if:

(f)

(9)

part of the site is vacant and is likely to remain vacant for the foreseeable
future;

the income being generated from the site is consistently below that which
could be achieved from:

(i) disposing of the site and investing the income;
(ii) an alternative use;
(iii) intensifying the existing use;

only part of the site is used for service delivery and this could be delivered from
an alternative site;

it makes no contribution to protecting and enhancing the natural, built and
historic environment, including making no contribution to helping to improve
biodiversity.

In the case of open spaces, amenity areas and similar sites, the under-used test should
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also consider the ‘community value’ of the asset, which would include visual amenity and
not be limited solely to income generation or whether the site is vacant etc.

!Local Government Transparency Code 2015

The Council is required to publish details of land/property, which it has deemed to be
under-used?.

MEANING OF DISPOSAL

For the purposes of this Policy, a disposal means any freehold disposal, by sale or
exchange, of Council owned land/property (including buildings) and any disposal by the
granting of a lease or licence for a period greater than 7 years. Leases of 7 years or less
or assignment of a term which has not more than 7 years to run are not covered by this
Policy, as they are exempt from the statutory requirement to obtain best consideration.

Disposal takes place at the time of completion and not exchange3.

Land held for housing purposes: There is a general power of disposal under section 32
of the Housing Act 1985, with general consents issued by the Secretary of State (see A3.2
of the general consent).

There is no requirement to obtain market value/best consideration under this general
consent. However, the Council is remains subject to general fiduciary duties to taxpayers.

MEANING OF BEST CONSIDERATION

‘Best consideration’ means achieving maximum ‘value’ from the disposal, not just
maximum price. Disposal at less than market value must contribute to the ‘promotion or
improvement of the economic, social or environmental wellbeing of the area’ [see section
1.2 of Appendix 1].

Unlike private and commercial landowners, a local authority is in the position of a trustee
in relation to the land that it holds on behalf of the community and generally has a statutory
duty to sell land at the best price reasonably obtainable. The Council will only be able to
demonstrate that it achieved the best consideration by obtaining an appropriate valuation
of the land.*

MEANS OF IDENTIFYING SURPLUS OR UNDER-USED LAND/PROPERTY

Surplus or under-used land/property may be considered for disposal:

()] following an asset management review;
(k) following the identification of development opportunities;
()] through a corporate property portfolio review;
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https://www.legislation.gov.uk/ukpga/1985/68/section/32

2Local Government Transparency Code 2015

3Section 128(2) Local Government Act 1972 and R (on the application of Structadene Ltd) v Hackney LBC
[2001] 2 AIl ER 225

4(Whitstable Society v Canterbury City Council [2017] EWHC 254 (Admin) (15 February 2017))

6.1

(m)  through the declaration of specific sites as being surplus to
requirements;*

(n)  through identification in the Local Plan;

(o) following a direct approach from an interested party;

(p) where the disposal helps to deliver other Council objectives e.g. the
provision of housing in the Borough;

(q) where management of the land/property is considered suitable for
community ownership or has been determined as an ‘asset of community
value’.

*Where an under-used asset is generating an income, a cost/benefit analysis must be
carried out to establish whether it is in the Council’'s best interests to dispose of the
site.

DISPOSAL CRITERIA

Open space (including, parks, playing fields & informal open spaces
(excluding amenity land on Council housing estates) of ‘public value’ whether
or not there is public access to it— assets in this category are considered to be
valuable community resources, to be enjoyed by the wider community. Open
space also enhances the quality of urban life, the character of residential areas,
the environment etc. There will be a general presumption against declaring these
assets as surplus/under-used unless:

1. alternative provision of equivalent community benefit is made in the
locality; or

2. the area in question no longer provides a valued opportunity for sport,
recreation or leisure; or

3. thereis an excess of provision taking into account the long term recreation
and amenity value of such provision; or

4. sport, recreation and leisure facilities can be retained and enhanced

through the redevelopment of a small part of the site;

there is over provision in the area;

6. the asset is required for the regeneration of the area.

o

(a) The Councilis required by law to advertise the disposal of land designated
as ‘public open space’in a local newspaper for two consecutive weeks and
to consider any objections received. No final decision about the disposal
will be made until any objections have been considered by Cabinet, as the
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(©)

response may be material to the decision. Public response may also be an
important factor in any determination by the Secretary of State of an
application by the Council for specific consent to the disposal.

If the Council is seeking advice as to development or re-development
potential, or it is known that the land is to be used for a different use on
purchase, it should be noted that the Core Strategy Policy CS14 requires
protection and enhancementof existingopen spaces. The Development

Policies Plan 2017provides more detailed guidance on open spaces, which are
to be protected. The emerging Local Plan (Pre-Submission Dartford Local Plan
Feb 2021) also provides detailed guidance on open spaces

There will be a general presumption against disposal of land designated as
‘Protected Local Green Space’ through either the Local Plan or a
Neighbourhood Plan.

Unlike private and commercial landowners, a local authority is in the position of a trustee
in relation to the land that it holds on behalf of the community and has a statutory duty
to sell land at the best price reasonably obtainable. The Council will only be able to
demonstrate that it achieved the best consideration by obtaining an appropriate
valuation of the land.®

Amenity land - certain rights, environmental or economic conditions may
preclude the sale of amenity land for example:

(f)
(9)

the land is subject to rights of way over it;

the land is a landscaping feature of the local environment, or designated
public open space;

sale of the land would incur additional costs for the Council (for example,
the re-siting of lamp posts or telephone cables) unless the applicant is
willing to finance the additional costs (payable in advance);

the land has been identified for future regeneration or development by the
Council;

following a request to purchase amenity land, a review identifies future
regeneration or development opportunities for the Council;

the sale of the land may prejudice future development by the Council;
there are management or other issues that would cause inconvenience to
the Council if the land was to be sold.

Approaches from private individuals to buy Council owned amenity land (e.g. green
space land on council housing estates) to benefit their existing residential property will
be considered where:

thereis abroadercommunity benefitto the disposal e.g. arationalisation of
small parcels of ‘backland’ open space, either rarely used or often
misused; or

there are management/financial issues for the Council e.g. the land is
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costly to maintain; or

. the applicant has extenuating circumstances e.g. there are health grounds
in relationto the applicant and/or their family and the sale of the land would
improve their quality of life and would not adversely affect the quality of life
of others in the neighbourhood - (the applicant will need to provide
evidence to support and justify the application topurchase).

5 (Whitstable Society v Canterbury City Council [2017] EWHC 254 (Admin) (15 February 2017).)

Where the Council considers that amenity land has development potential and agrees
to dispose of the land, the valuation will reflect this. An overage clause may be applied
and/or restrictive covenants placed on any future development.

The Council as landowner may, through a development agreement, engage a
developer to carry out the development of the site on its behalf. Arrangements may
comprise a grant of a lease of the whole site with the developer receiving a fee based
partly upon the development value. In circumstances where there is a development
agreement or the grant of a lease associated with the disposal, this may trigger the
need for an EU tendering exercise [see Appendix 1, section 1.9].

Disposals of amenity land will normally be by private treaty. However, where the
Council considers that the amenity land may be of interest to persons other than the
applicant, the Council may dispose of the land on the open market.

The procedure for the disposal of amenity land is detailed in Appendix 2.

6.3 Commercial Properties - There will be a general presumption against declaring
the following categories of assets as surplus/under-used:

1. units designed to meet the needs of new and developing small businesses
where there is anticipated to be demand for such units from different
occupiers in future;

2. offices/rooms within business centres that have communalreception areas,
facilities and services;

3. shop units where there is a community need for continued retail occupation,
or where the integrity of a building or parade of shops might be adversely
affected by the sale of individual units;

4. sites in industrial estates and sensitive locations where management
control by the Council is required to ensure that amenity ismaintained;

5. land or property, which provides revenue income for the Council where
disposal would adversely impact on the Council’s revenue budget.

Allotments

Where land has been purchased or appropriated by the Council for use as statutory
allotments, the Council cannot, without the consent of the Secretary of State, sell,

appropriate, use or dispose of the land for any purpose other than use for allotments®.
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The Council will consider the disposal of an allotment against the following criteria,
having regard to the Secretary of State’s guidance on allotment disposal:

6. The allotment in question is not necessary and is surplus to requirement;

6Section 8 Allotments Act 1925

7. The number of people on the waiting list has been effectively taken into
account;

8. The Council has actively promoted and publicised the availability of other
sites and has consulted the National Allotment Society; and

9. the implications of disposal for other relevant policies, in particular, the
Local Plan and Neighbourhood Plan policies, have been taken into
account.

Assets of Community Value

Every town, village or neighbourhood is home to buildings or amenities that play a vital
role in local life. They might include community centres, libraries, swimming pools,
village shops, markets or pubs. Local life would not be the same without them, and if
they are closed or sold into private use, it can be a real loss to the community.

An ‘asset of community value’ is an asset, which in the opinion of the Council furthers
the social well-being or social interests of the local community (or has done in the recent
past). ‘Social Interests’ can include cultural, recreational and sporting interests’.

The Council maintains a list of land and buildings, which may from time to time be
nominated by the local community as an ‘asset of community value’.

In reviewing the future of any asset, the Council will assess all the options, to be sure
that it obtains best value. Options include using the asset in a different way, disposing
of it on the open market or transferring it to a voluntary or community organisation at
less than best consideration to achieve wider social benefits.

Community organisations operate on a business model, often using volunteer effort,
community intelligence about local needs and sources of funding not available to local
authorities. They are in a position to run a community asset as a social enterprise. The
business plan for the community asset transfer should demonstrate financial viability.

The Council may either advertise all community asset transfer opportunities or
consider transfer requests from organizations, which currently manage a property,
without seeking other bids.

A community asset transfer should contribute to the Council’s policies and targets.
Where there are competing interests, the Council will consider which of the proposals
put forward are viable and sustainable in the long term. The Council will deal with
competition for a specific asset by identifying its key objectives in that area, using, for
example, deprivation indices, local priorities and the current mix of buildings and
services in the area and assess which bid best meets those objectives.
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7Section 88 Localism Act 2011

MARKETING STRATEGY

Where applicable, the valuer, in consultation with the relevant Director, will determine
the marketing strategy for the disposal of surplus or under-used land/property. The
marketing strategy may be conducted either in-house or through an external agent.
Costs should, where possible, be recovered from the eventual purchaser.

The marketing strategy for sites identified by the relevant Director as being ‘strategic’,
will require Cabinet approval.

VALUATIONS

8.1

8.2

8.3

9.1

Although there is no particular prescribed route to achieve the best price
reasonably obtainable, there may be circumstances in which an actual sale to the
market is the only way to achieve it as opposed to one particular sale at a price
according to an independent valuation.

Before disposing of any interestin land for a price, which may be less than the best
consideration reasonably obtainable, the valuer will ensure that a realistic
valuation of that interest is obtained, following the advice provided in the
Technical Appendix to Circular 06/2003. This will apply even for disposals by
means of formal tender, sealed bids or auction, and irrespective of whether the
Council considers it necessary to make an application to seek the Secretary of
State's specific consent. By following this procedure, the Council will be able to
demonstrate that it has adopted a consistent approach to decisions about land
disposals by carrying out the same step-by-step valuation process on each
occasion. Supporting documents will provide evidence, should the need arise,
that the Council has acted reasonably and with due regard to its fiduciary duty.

The return from any disposal is to be maximised unless there are over-riding
factors identified in the Corporate Plan or otherwise agreed by the relevant
Director or Cabinet, that take precedence over the receipt of capital e.g. preferred
use or preferential purchaser.

9. DECISION MAKING

In accordance with the Scheme of Delegations to Officers, the valuer has
delegated authority to deal with:

(i) sales of houses in the possession of the Council as mortgagee;
(i) sales of sites for electricity sub-stations and gas governors;
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93

94

(iii) the grant, surrender and renewal of licences, wayleaves, and
easements;

(iv)  grants of grazing licences;

(iv)  grant, surrender and renewal of leases where the Property concerned
has been previously let;

(v) sales of land/property.

The valuer must check the Scheme of Delegations for any limitations placed on the
exercise of his/her delegated authority.

Except with the consent of the Secretary of State, the Council cannot dispose of
land otherwise than by way of a short tenancy, for a consideration less than the
best that can reasonably be obtained, but see section 3 above for housing land
procedure.

Disposals of land/property by way of a short tenancy?®, for a consideration less than the
best that can reasonably be obtained, will only proceed on the specific authority of the
relevant Director on a report of the relevant Director justifying the reasons for disposal
at less than the best that can reasonably beobtained.

The Council is required by law to advertise the disposal of land designated as
‘public open space’ in a local newspaper for two consecutive weeks and to
consider any objections received. No final decision about the disposal will be
made until any objections to the disposal have been considered by Cabinet [see
section 6.1.(a) above].

The marketing strategy for sites identified by the relevant Director as being
‘strategic’, will require Cabinet approval.

MEANS OF DISPOSAL

1.

Private Treaty — a sale of land/property negotiated with one or a small number of
interested parties either through a direct approach from an individual(s) or through
a marketing exercise.

A private sale without marketing the land may be justified where for example:

(a) the land to be disposed of is relatively small in size and an adjoining or closely
located landowner is the only potential or likely purchaser;

(b) the Council's corporate objectives and best consideration can best be
achieved by a sale to a particular purchaser;

(c) the purchaser has a particular interest in purchasing the land or a particular
association with the land;

(d) the nature of the Council's land ownership and that of the surrounding land
ownership is such that the land must be sold to adjoining or surrounding
landowners if best consideration is to be obtained;
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(e) the Council's land is part of a larger area of land that is proposed for
development, redevelopmentorregeneration and the nature and complexity of
the proposed development of the overall site is such that the Council's
corporate objectives and best consideration can only be achieved by a sale to
a purchaser with an existing interest in land in the area.

8 The grant of a term not exceeding seven years, or the assignment of a term which at the date of the assignment

has not more than seven years to run

2. Public Auction - a sale of land/property by open auction available to anyone. The

sale will be publicly advertised in advance. A binding legal agreement is created
upon the acceptance of a bid by the auctioneer. Reasons justifying sale by this
method and how the reserve price is determined must be recorded in writing.

Formal Tender — a sale of land/property by a process of public advert and tenders
submitted by a given date. This is a suitable mechanism where there are identified
development proposals. A fair and transparent tender process will need to be
adopted.

Exchange of Land - a transaction involving the exchange of Council owned land
with another landowner. The land acquired by the Council will meet at least one
of its corporate objectives and will be 'equal’' in commercial worth to the land
exchanged whether fromthe value of the land itself orwhere a payment is made in
addition to the land exchanged.

Informal Negotiated Tender — a transaction involving a public advert that
requests informal offers or bids that meet a given specification or set of
objectives. The Council may then negotiate further or more detailed terms with
one or more individuals who submitted the most advantageous bid orbids.

TIMING OF DISPOSALS & DUE DILIGENCE

111

The timing of any marketing/disposals will need to be considered against the
background of the current market conditions, potential for the site value to increase in
the future, whether there is a need to raise capital receipts and current planning
policies.

In order to properly assess the likelihood of and business case for disposal, the asset
holding department in consultation with Legal Services and/or the valuer will carry out
early due diligence on land/property identified as surplus or under-used. In particular,
the asset-holding department will consider the following issues, which have the
potential to prohibit disposal or influence the sale price:

Reviewing the title - Once surplus land/property has been identified and a prima
facie business case made for its disposal, the title is reviewed to identify whether
there are anytitleissues, which mayimpactuponthe disposalprocess.
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114

115

Unregistered land - If the land and property identified for disposalis unregistered,
then it is important that the title deeds are located as soon as possible and
checked for evidence of the Council’s title. This can be achieved through a
voluntary application to the Land Registry to register the land/property before it is
put on the market.

Restrictive covenants - The land/property may be subject to restrictive
covenants, which limit or restrict its use or the extent to which development can

be carried out on it. Whether these are a concern will depend upon the likely use of the
land/property following disposal, particularly where surplus land/property is being sold
for re-development. A restrictive covenant against a certain type of development may
have a significant adverse effect on the land value.

It is possible to apply to the Lands Tribunal under section 84 of the Law of Property
Act 1925 for the release or modification of restrictive covenants in some circumstances.
This can be a time consuming process and it is usually better undertaken before the
land/property is placed on the open market. Alternatively, it is often possible to obtain
restrictive covenant indemnity insurance against future losses for breach of a restrictive
covenant and a policy with an adequate limit of indemnity cover will satisfy most
purchasers.

It is very important that no negotiations are carried out with any adjoining or nearby
owners who may have or claim to have the benefit of the relevant covenant, prior to
receiving legal advice. If negotiations do take place, then it could materially prejudice
the Council’s ability to obtain insurance cover against breach of the covenant.

Ransom strip - It will generally be sensible to resolve ransom strip issues prior to
offering the property to the open market. It is crucial if the property is to achieve
full value on the open market that it has adequate accessrights. If developmentis
anticipated, then access may need to be by a different route than that used
historically, either because of a physical aspect of or defect with the existing
access or for planning purposes or as a consequence of intensification of use. By
whichever route access is obtained, a title review should be carried out to
establish whether any ransom strips are present.

A ransom strip is an area of land, which is owned by someone other than the Council.
If access is only possible via a ransom strip, then the person with title to that strip will
hold the key to unlocking the development potential of the land and that may involve
payment to the ransom strip owner, either in return for a formal right of way or transfer
of ownership of the strip. The conventional approach to valuing ransom strips has been
to offer the ransom owner one- third of the uplift in value of the land/property released
by unlocking it for development. However, any agreement will ultimately depend on
market conditions and the specifics of the land/property and its locality.

Rights of way and other easements - It is important to establish the nature of any
easements benefitting the land/property, so that any that are missing can be
addressed, if possible. As well as access rights, the property may benefit from
rights to run services over adjoining land, rights to light, rights of support or other
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property specific rights. It is also useful to check whether the land/property is
subject to any rights, which might adversely affect the proposed disposal and
subsequent development, for example, public or private rights of way or rights of
support.

116 Retaining rights over adjoining land - It may be the case where surplus
land/property is being disposed of, that the Council will be retaining adjoining
land. In that case, the Council will consider whether it needs to reserve any rights
over the land/property being disposed of for the benefit of that adjoining land,
most commonly, access to the public highway or mains utilities.

117  Outline planning consent - Assessing whether an application for a change of
planning use might have the potential to increase the value of the surplus
land/property. If the change of use is obtained by the Council, it removes an
element of risk and uncertainty for potential buyers, which may lead to an
increase in the purchase price that they are willing to pay.

118 Development agreements - The Council as landowner may, through a
development agreement, engage a developer to carry out the development of the
site on its behalf. Arrangements may comprise a grant of a lease of the whole site
with the developer receiving a fee based partly upon the developmentvalue. In
circumstances where there is a development agreement or the grant of a lease
associated with the disposal, this may trigger the need for an EU tendering
exercise [see Appendix 1, section 1.9].

3. OTHER STEPS TO FACILITATE THE DISPOSAL PROCESS

When due diligence in accordance with section 11 of this Policy has been completed,
there are a number of other steps that can be taken by the valuer to facilitate the
disposal process and maximise the value received for the surplus or under-used
land/property. The following will be considered:

1. Having regard to legislation and Secretary of State guidance governing the
disposal process;

2. Havingregard to general guidelines, which are applicable, for example, the Crichel
Down rules which apply to most disposals by the Council of property acquired
using compulsory purchase or under threat of compulsory purchase. Where the
rules are applicable, there is an obligation to offer the property back to the original
owner before it can be placed on the open market;

3. Carrying out a site inspection to establish what specific issues there are on the
ground, for example, drainage, boundary problems or illegal occupiers. It will also
assist when instructing legal advisers or other professionals, who may only have
seen the property on plans or in photographs. For some disposals, it may be
appropriate for the various professionals to undertake a site visit;

4. Producing a sales pack for auction sales to circulate to interested parties,
including title information;
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5. Considering the most appropriate pricing structure. In some cases, it may be

appropriate to use an overage arrangement whereby the Council receives future
payments representing any uplift in value of the land/property once it has been
developed or once it has been developed and sold on. Overage provisions and
negotiations can be complex, so it would be sensible to discuss the preferred
structure with the legal adviser and valuer prior to agreeing terms for the disposal
of the land/property. A calculation of the overage that the Council is likely to
receive and the likelihood of that sum being correct given changing market
conditions will be important pieces of information in assessing the business case
for disposal of surplus/under-used land/property.

6. Consideringwhether the transaction is caught by the public procurementrules.
7. Considering whether the transaction is caught by the subsidy controlrules.

4 REFERENCES

(@)

5.

5.1

5.2

A bank reference will be obtained by the valuer in every case where a lease,
tenancy or licence is being granted at a rent or fee in excess of any financial
limit as may be defined in Financial Regulations and/or Scheme of Delegations
to Officers, unless the relevant Director has agreed to dispense with this
requirement.

In every case where a lease, tenancy or licence is to be granted to a limited
company at a rent or fee in excess of any financial limit as may be defined in
Financial Regulations and/or the Scheme of Delegations to Officers, a
guarantor will be required, unless the relevant Director has agreed to dispense
with this requirement.

OPTIONS

Where the Council wishes to grant an option, or an option holder wishes to
exercise their option on land, which the Council holds, the Council will consider
whether the consideration for either the grant or exercise of the option results
in a discount. In relation to the exercise of an option, this will depend on the
valuer's assessment of whether, if the option were to be exercised, the terms
would be likely to require the Council to accept less than the best price that
could reasonably be obtained for that interest at the time of disposal and, if so,
whether that would fall within the terms of the General Consent.

The matters which would need to be considered by the valuer are covered in
paragraphs 20 and 21 of the Technical Appendix to Circular 06/2003. If, as a
result of the valuer's advice, the Council wishes to seek specific disposal
consent, it will provide the Secretary of State with full details of the terms of the
option agreement, which is to be entered into or implemented.
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APPENDIX 1

11

1. LEGAL POWERS

Section 123 - Local Government Act 1972

In general, the Councilis required to achieve the ‘best consideration reasonably
obtainable’ when it is disposing of land®. Section 123 imposes a duty on the
Council to achieve a particular outcome (namely the best price reasonably
obtainable): it is not a duty to conduct a particular process (e.g. to have regard to
particular factors).

If the disposal is under the 1972 Act, there is neither express power to include
covenants on a disposal, nor a prohibition. Where the disposal is a lease, that lease
will contain terms and similarly, on the conveyance/transfer of freehold property or on
the assignment of a lease, covenants may likewise be included by virtue of section 111
of the 1972 Act.

Under Section 123(2A), the Council must follow certain statutory requirements to
advertise the disposal of land that consists of or forms part of an open space.

General Consent

12

If the Council seeks to dispose of land or buildings at less than the market value,
then it has to obtain the consent of the Secretary of State for Communities and
Local Government. However, the Secretary of State has issued a number of
‘general consents’ i.e. a set of conditions which, if they apply to a particular
transfer, means that the Council does not need to obtain specific permission to
transfer at an ‘undervalue’. However, the undervalue itself still needs to comply
with ‘normal and prudent commercial practices, including obtaining the view of a
professionally qualified valuer’'°,

The most important of these consents is the General Disposal Consent 2003 (‘the
General Consent’) which permits the Council to dispose of land at less than its market
value'?, without the need to seek specific permission from the Secretary of State,
provided that:

% For the purposes of Section 123, the only consideration to which regard may be had is that which consists of

those elements of the transaction of commercial or monetary value, capable of being assessed by valuers: R v
Pembrokeshire CC ex p Coker [1999] 4 All ER 1007; R v Hackney LBC ex p Lemon Land [2001] EWHC Admin 346
[2002] JPL 405

10 Circular 06/2003
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11 Annexed to Circular 06/2003

12‘Market value’ means ‘the best price reasonably obtainable for the property’. This is equivalent to the definition

of ‘market value’ in the RICS Appraisal and Valuation Manual (the ‘Red Book’), but including any ‘Special Value’

(i.e. any additional amount which is or might reasonably be expected to be available from a purchaser with a

special interest like a former owner).”

21

31

° the purpose for which the land is to be transferred is likely to contribute to
the ‘promotion or improvement’ of the economic, social, or environmental
well-being of the area; and

° the difference between the market value of the land and the actual price
paid for the disposal (if any), is not more than £2,000,000.

The General Consent has been issued to provide local authorities autonomy to carry
out their statutory duties and functions and to fulfil such other objectives as they
consider to be necessary or desirable. The General Consent does not require the
Council to undertake a tendering process i.e. to market test a disposal. However, when
disposing of land at an undervalue, the Council remains aware of the need to fulfil its
fiduciary duty in a way which is accountable to local people. The Council will not divest
itself of valuable public assets, unless it is satisfied that the circumstances warrant
such action.

In justifying a disposal of land/property at undervalue, the Council will have regard to
the following:

° what community benefits will be realised by the disposal,;

how the interests of local people will be better served by thedisposal;
the financial viability of the Council’s plans for the land;

the subsidy control rules’ implications of the disposal;

the Council’s future plans for the land;

the market value of the land and the difference between that and the
proposed disposal value.

Allotment Acts 1908 to 1950

For disposal of land held under these Acts, the Council must obtain the consent of
the Secretary of State for disposal other than for use as allotments.

Charities Act 2011

The Councilistrustee of charitable land and property originally gifted toitunder the
terms of a trust deed. Here, the Council has additional responsibilities, which
arise from its role as trustee and will be subject to the more onerous disposal
requirements set out in the Charities Act 2011.

It is for the Deed, Trust and Obligations Committee to consider whether charitable
land/property is surplus to requirements/under-used in accordance with the
requirements of the legislation, any directions issued by the Charity Commission and
professional advice. The Committee must operate in a way, which is in the best
interests of the charities.
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41

51

6.1

Housing Act 1985 (as amended)

Under s32 the local authority has the power to dispose of land and dwellings held
for housing purposes. Secretary of State consent will be required unless

the disposal is covered by one of the General Consents relating to the disposal of:

* vacant dwellings for owner occupation;

* occupied dwelling houses to secure tenants;

* dwellings to tenants who have the right to buy acquiring with others;
* dwellings on shared ownership terms;

*housing authority land; and

* reversionary interest in houses and flats.

Disposals will generally be at market value, but discounts may be applicable to qualifying
applicants.

Local Government Act 1988 — Section 25

The Council may provide a Registered Social Landlord with any financial
assistance or gratuitous benefit of land for development as housing
accommodation. This includes:

* land for development or access, easements and rights;

* dwelling houses for refurbishment;

* financial assistance for prevention of homelessness; and
* loans to RSLs.

The aggregate value of financial assistance or gratuitous benefit provided by the
disposal or grant must not exceed £10 million.

Town and Country Planning Act 1990 — Section 233

The disposal of land held for planning purposes, follow principles similar to
those of s123 of the Local Government Act 1972 and its requirement to obtain best
consideration reasonably obtainable. However, it must be noted that the General
Consent does not apply and a specific consent from the Secretary of State will be
required if the Council is considering disposal at anundervalue.

Under s233(2), the Council must obtain the consent of the Secretary of State to dispose
of common land, which may involve the requirement to provide land in exchange.
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7. Subsidy Control

71 All land/property disposals need to comply with subsidy controlrules’s.

When disposing of land ‘at less than best consideration’, depending on the
nature of the transaction, the Council may be ‘subsidising’ the purchaser. Where
this occurs, the Council must ensure that the nature and amount of subsidy
complies with subsidy control rules, particularly if there is no element of
competition in the disposal process. Failure to comply with the rules means that
the subsidy is unlawful, and may result in judicial review proceedings.

The Council is required to follow a 'five step' process.

1. Is it a subsidy and what international obligations apply? — determine
which (if any) of the WTO'4, FTAs'® (notably the TCA'®) applies (Annex 1 to
the BEIS guidance lists these);

2. Is it a prohibited subsidy? —-under the WTO, the TCA or other FTAs — as
these prohibit subsidies in certain circumstances, i.e. subsidies
dependent on using domestic goods and unlimited guarantees;

3. Ifthe TCA applies does the subsidy comply with the principles referred
to(above)-authoritiesare advisedtousethetemplatein Annex2tothe BEIS
guidance to record and retain how they have complied with the principles;

4. Is the subsidy likely to trigger a dispute under the WTO ASCM or other
FTAs? - this is required by the guidance even if the proposed subsidy is
compliant with the TCA. Authorities are advised to undertake a risk
assessment using the BEIS guidance's checklist;

5. Record the award of the subsidy — information on subsidies must be
disclosed in accordance with the TCA requirements.

8. Public Procurement

81 A straightforward disposal of land/property for a market value price will not
be caught by the Public Contracts Regulations 2015"". However, when
disposing of land the Council is involved in determining the scope of the
future development of its land and its intention is to impose on the
purchaser certain obligations as to the nature of the development and also
perhaps the standards to which the works must be constructed (usually
through a development agreement or grant of a lease associated with the
disposal), then where the values involved trigger the 2015 Regulations
threshold, it is likely that such an

13 The State Aid (Revocations and Amendments) (EU Exit) Regulations 2020 disapply EU law relating to State aid, from
1 January 2021 (post Brexit).The UK intends to implement its own domestic subsidy control regime, following World
Trade Organisation (WTO) subsidies and countervailing measures etc.

4 World Trade Organisation

15 UK's Free Trade Agreements

16 Trade and Cooperation Agreement
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7 As amended by the Public Procurement (Amendment etc.) (EU Exit) Regulations 2020

arrangement may be construed as a public works contract triggering the need
for a tendering in accordance with the Council’'s Contract Standing Orders.

The applicability or otherwise of the public procurement rules will depend on the
particular nature of the transaction, how it is structured and its detailed
provisions. As a rule, the risk will be higher the more the Council specifies its
requirements for any full development and conversely will be lower the more the
Council is willing to take a 'hands off' approach. The Council must therefore give
due consideration to the possibility of public procurement rules applying to any
particular disposal of land and obtain case-specific legal advice before entering
into any agreement.

APPENDIX 2

AMENITY LAND DISPOSAL

1. Approaches from private individuals to buy Council owned amenity land to
benefit their existing residential property will be considered where:

e thereisabroadercommunity benefittothe disposale.g. arationalisation
of small parcels of ‘backland’ open space, either rarely used or often
misused; or

e there are management/financial issues for the Council e.g. the land is
costly to maintain; or

e the applicant has extenuating circumstances e.g. there are health
grounds inrelation to the applicant and/or their family and the sale of the
land would improve their quality of life and would not adversely affect
the quality of life of othersinthe neighbourhood - (the applicantwillneed
to provide evidence to support and justify the application to purchase).

2. Is it Council owned land?

Before applying to purchase land in accordance with section 11 below, please
check that the land is owned by the Council. You can do this by contacting the
Property  Services Department on 01322 343434 or email
valuation@dartford.gov.uk

3.Sale price

3.1 The Council is obliged by law to obtain the best price for any property, or
parcel of land, which it sells.
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3.2

3.3

34

3.5

The sale price is dependent on a number of factors. The price will be
negotiated through the Council’s valuer. You may seek your own
independent advice. If you do so, please let us have the contact details
of your appointed agent.

Even if one or more of the criteria in section 1 above apply, there may be
other restrictions imposed on the land (such as restrictive covenants or
planning policies) which result in the Council making a decision not to
sell.

Where open space land is concerned, it may also be necessary for the
proposals to be advertised and any objections considered.

Before any sale is approved, the Council’s strategic priorities and
planning policies will be considered and a recommendation to proceed
will only be made if the sale has no adverse impact on the Council’s
priorities, policies etc.

4.Fees and other charges

4.1

4.2

43

44

4.5

46

Following the initial internal consultation process, should your
application progress to the next stage, before we can start work on your
application, you will need to pay the valuer’s fee to offset the costs in
processing your application e.g. inspection of the site, consideration of
any restrictive covenants, Council policies and historical background,
valuation of the site and production of a report.

Payment of the fee will not guarantee that your application is approved.

If the valuer agrees to the disposal and you wish to proceed, you will
need to pay the Council’s legal fees in advance of any legal work on your
application.

As fees are reviewed on 15t April each year, please check the Council’s
fees and charges schedule for the applicable fee or contact the Finance
Department on 01322 343434 or email finance@dartford.gov.uk

Any costs associated with making an application to the Secretary of
State for consent and where applicable, advertisement costs, may be
charged to you.

Fees and other costs must be paid in advance and are non -refundable.
If the sale proceeds, on the completion date, you will also have to pay
the agreed purchase price.

There are no exemptions to the payment of fees and ancillary costs. You
will be provided with an invoice detailing the payment method.
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5.0pen market sale

The Council is generally obliged by law to sell land for the best price
reasonably obtainable. This means that in some cases if the valuer
considers that the land you have asked to purchase could be of interest to
other parties or could be sold for development land, the Council must
advertise it for sale on the open market. In such circumstances, you will be
sent sales details once prepared and will be able to make an offer for the
land along with any other interested party. Costs will be recovered from the
eventual purchaser.

6. ‘Right to buy’ rules

7.

The ‘right to buy’ rules only apply to Council house tenants who wish to
purchase their Council house. These rules cannot be used to purchase
additional parcels of land.

Legal Advice

The Council’'s Legal Services cannot provide you with legal advice. We
advise you to seek independent legal advice on your proposals. If you do
so, please let us have your legal adviser’s contact details. If you appoint a
legal adviser, we will then deal with them direct. You are responsible for
your legal adviser’s fees.

8. Planning, building regulations and restrictive covenants

8.1

82

Planning permission may be required for change of use or development
of the land, or for other matters such as fencing and boundary
treatment. . Itis likely that land not previously used for garden purposes,
building extensions or parking etc. will need planning permission for a
change of use. You are responsible for finding out if planning permission
is required and you should make your own enquiries about this aspect
of your proposals with Development Management, by contacting
Planning Admin on 01322 343434 or email
planning.admin@dartford.gov.uk

It is your responsibility to ensure that any consents required are
obtained at your cost. Should you submit a planning application to
include the Council’s land, you must serve the appropriate notice
addressed to Valuation Services, Dartford Borough Council, Civic
Centre, Home Gardens, Dartford, Kent DA1 1DR. Please note that the
Council’s role as landowner is different to that of its role as local
planning authority. Therefore, although you may be granted planning
permission, this does not guarantee that your application to purchase
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Council owned land will be approved by the Council (as landowner).

83 When carrying out work on buildings, there are two issues that need to
be considered - whether planning permission is required and whether
building regulations consent is required. Work on buildings requiring
building regulations consent may also require planning permission.
Similarly, applications requiring planning permission may also require
building regulations consent. You can do this by contacting Building
Control Admin on 01322 343434 or email
buildingadmin@dartford.gov.uk

84 Any decision by the Council to sell the land to you is separate from any
decision by the Council on your planning or full plan or building notice
application. You must not assume that planning permission or building
regulations consent will be granted automatically if for example you
are

intending to change the use of the land. It is your responsibility to check the
planning status of the land and building regulations.

85 Planning and building control regulation fees are payable by you and are
in addition to the Council’s valuer’s and Legal Services fees and other
applicable costs charged under this Policy.

9. Vehicular access

If you are proposing to access the land across the highway, please consult
Kent County Council Highways www.kent.gov.uk

10. Complaints

101 There is no appeals procedure against a decision to refuse to sell you
the land. However, if you feel that you have additional information, or
justification to support your application that has not already been
considered, or if you amend your application in some way, we may be
able to process your application again, based on the new information.
Please note that we reserve the right to charge further fees.

102 If you consider that the Council has not followed its procedures, you
may raise a complaint through the Council’s Corporate Complaints
Procedure - https://www.dartford.gov.uk/complaints/complaints-7. If
you remain dissatisfied with the response, you may complain to the
Local Government and Social Care Ombudsman.

1. How to apply
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111 You can either complete an application form - Council owned amenity
land - purchase enquiries — Dartford Borough Council or write to the
Council. Your application must be accompanied by a sketch plan
identifying the area of land you wish to purchase. Please detail as much
information as possible, including the approximate dimensions of the
land.

The requirement for applications to be submitted in writing, must be read in
conjunction with the Equality Act 2010 and the requirement on the Council
to make reasonable adjustments. An example of this would be in assisting
you if you have a disability that prevents you from making your application
in writing. In such cases, the Council may need to transcribe a verbal
application and then produce a written copy for your approval.

The Council will also consider what support should be made available to
you, where English is not your first language.

112  On receipt of your application, the Council will decide if it wishes to
dispose of or keep the land/property you have requested to purchase.
This involves an internal process of consultation with Council Officers
before a decisionis made and before any negotiations can take place.
If at this stage, a decisionis taken not to sell you the land/property, you
will be notified in writing, with reasons.

If, following the initial internal consultation stage, the matter goes forward to
the next stage, the valuer will ask you to pay a non-refundable fee plus VAT
before he/she can start any work on your application. Your application will
not be progressed, until the valuer’s fees have been paid.

113  Address your application to:

Property Services
Manager Dartford
Borough Council Civic
Centre

Home

Gardens

Dartford

Kent DA 1

1DR Or

email your application to: valuation@dartford.gov.uk

114 If you need assistance to complete your application, please contact
Customer Services on 01322 343434 or Relay UK.

12. Valuer’s decision
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121

(@)
(b)
©)

Providing your application meets the criteria referred to in section 1
above and the valuer's fees are paid in advance, within three months of
receipt of the valuer’s fee, the valuer will:

undertake any due diligence checks, inspect the site and value the
land;

write to you or your appointed agent, confirming whether the
disposalis approved; and

if approved, detail the terms for the disposal of the land and the price
payable.

If the timescale cannot be met, the valuer will notify you.

122

123

If the disposal is approved by the valuer, it is for you to form a view on
any restrictive covenants, the planning/building regulations position
and the suitability of the land for your intended purposes. You proceed
at your own risk.

If the disposal is not approved by the valuer, you will be notified of
the decision in writing with reasons.

13.Land transfer process

131

132

133

134

Your acceptance of the valuer’s terms and price payable for the land
need to be confirmed in writing, addressed to the Property Services
Managerwith payment in advance, of the Council’s legal fees. The land
transfer process will not be started, until the legal fees are paid. The
Council’slegalfees are in addition to any fees your solicitor may ask you
to pay. Your solicitor’s fees are your responsibility.

The transfer documentation will be prepared by the Council’s Legal
Services. Providing you have paid the Council’s legal fees, the date for
completion of the sale will vary depending upon the complexity of the
matter and the type of searches and enquiries that are made by you or
on your behalf but the process may take up to approximately 3 months
from the date you notify the Councilin writing, that you accept the terms
and price to be paid for the land. If we require longer to process the
transfer documentation, we will notify you.

Generally, the sale of the land is completed with no prior contract or
deposit payment. You will pay the purchase price on completion.

Completion of the sale of the land ends the Council’sinvolvementin the
process. You will however need to deal with land registry registration
and SDLT (stamp duty land tax) post completion.
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Adopted by Cabinet 4 December 2014 - Min.No.78

Amended to include Equality Act 2010 requirements -
25.5.2016 Amended pursuant to Managing Director’s
delegations — 14.03.2017 Amended pursuant to Managing
Director’s delegations - 01.07.2019 Amended pursuant to
Directors’ delegated authority — 29 June 2020 Amended
pursuant to Directors’ delegated authority — 10 March 2021
Amended pursuant to Directors’ delegated authority — 13 July
2021

11.11 PREDISPOSITION, PREDETERMINATION AND BIAS FACTSHEET

Introduction:

Bias and predetermination are not explicitly mentioned in the [Member] Code of
Conduct. The Code provisions on declarations of interest are about ensuring you
do not take decisions where you or those close to you stand to lose or gain
improperly. There is however, a separate concept in law dealing with bias and
predetermination, which exists to ensure that decisions are taken solely in the
public interest, rather than to further private interests.

Both the courts and legislation recognise that elected councillors are entitled, and
indeed expected, to have and to have expressed their views on a subject to be
decided upon by their council. Nonetheless, decisions of public authorities do
involve consideration of circumstances where a decision-maker must not act in a
way that goes to the appearance of having a closed mind and pre-determining a
decision before they have all of the evidence before them and where they have to
act fairly. Breaches of the rules of natural justice in these circumstances have and
do continue to result in decisions of local authorities being successfully challenged
in the courts.

To quote a leading judgment "All councillors elected to serve on local councils
have to be scrupulous in their duties, search their consciences and consider
carefully the propriety of attending meetings and taking part in decisions which
may give rise to an appearance of bias even though their actions are above

reproach.”1

While declaring interests will to some extent deal with issues of bias, there will still
be areas where a formal declaration is not required under the [Member] Code of
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Conduct, but councillors need to be clear that they are not biased or
predetermined going into the decision-making process. Otherwise, the decision is
at risk of being challenged on appeal or in the courts.

The Localism Act 2011 has enshrined the rules relating to pre-disposition and
predetermination into statute. In essence, you are not taken to have had, or
appeared to have had, a closed mind when making a decision just because you
have previously done anything that directly or indirectly indicated what view you
may take in relation to a matter and that matter was relevant to the decision.

What is predisposition?

It is part of a councillor’s duties to be open to all views, and for anyone — members
of the public or organisations — to be able to have access to them. This means
that you can be lobbied by people with a particular interest. Lobbying, however,
can lead to your impartiality and integrity being called into question, unless you
exercise care and common sense.

Clearly, expressing an intention to vote in a particular way before a meeting
(predetermination) is different from where you make it clear you are willing to listen to all
the considerations presented at the council meeting before deciding on how to vote
(predisposition).

"Kelton v Wiltshire Council [2015] EWHC 2853 (Admin)

Predisposition is where you form a provisional view towards a particular
outcome, but remain prepared to consider and weigh relevant factors in reaching
the final decision.

It is not a problem for you to be predisposed to a particular view. That
predisposition can be strong and can be publicly voiced. You may even have
been elected specifically because of your views on a particular issue. It might be
in favour of or against a particular point of view, for example an application for
planning permission. However, you must be open to persuasion and the
possibility that, however unlikely, you will hear arguments during the debate
about the issue that will change your mind about how you intend to vote. As long
as you are willing to keep an open mind about the issue, you are entitled to take
part in any vote on it.

What is predetermination?

Predetermination is where your mind is closed to the merits of any
arguments i.e. you make a decision on the issue, without taking all the merits
of any arguments into account. If you are involved in making a decision, you
should avoid giving the appearance that you have conclusively decided how
you will vote at the meeting, such that nothing will change your mind. This
impression can be created in a number of different ways, such as quotes
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given in the press, and what you have said at meetings or written in
correspondence.

What is bias?

Bias is where you form or show bias against or in favour of a particular person,
company or group or a particular site or locality, and/ or give the appearance
of bias (bias may include pre-judged ideas based on your own prejudices or
political affiliations). It does not matter whether there is actual bias — the legal
test for apparent bias is whether a fair minded observer aware of all the facts,
would conclude there was a real possibility of bias.

Rarely will membership of an organisation on its own, such as a national
charity, amount to apparent bias. This is unless the organisation has a
particular vested interest in the outcome of a specific decision that you are
involved in making.

The rules against bias consist of three distinct elements:
e The first seeks accuracy in public decision-making;

e The second seeks the absence of prejudice or partiality on the part of you as the
decision-maker. An accurate decision is more likely to be achieved by a decision-
maker who is in fact impartial or disinterested in the outcome of the decision and
who puts aside any personal strong feelings they may have had in advance of
making the decision;

e The third requirement is for public confidence in the decision-making process.
Even though you as the decision-maker may in fact be scrupulously impartial, the
appearance of bias can itself call into question the legitimacy of the decision-
making process. In general, the rule against bias looks to the appearance or risk
of bias rather than bias in fact, in order to ensure that justice should not only be
done but should manifestly and undoubtedly be seen to be done.

A single councillor who is guilty of bias is enough to strike out the whole decision
when challenged before the courts.

Making thedecision

There is an important difference between those councillors who are involved
in making a decision and those councillors who are seeking to influence it.
This is because councillors who are not involved with making a decision, are
generally free to speak about how they want that decision to go.

When considering whether there is an appearance of predetermination or
bias, if you are responsible for making the decision, you should apply the
following test: ‘would a fair-minded and informed observer, having
considered the facts, decide there is a real possibility that you had
predetermined the issue or were biased?’ However, when applying this test,
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you should remember that it is legitimate for you to be predisposed towards
a particular outcome, as long as you are prepared to consider all the
arguments and points made about the specific issue under consideration.

A. How can predetermination or bias arise? The following are some of the

potential situations in which predetermination or bias could arise:

Connection with someone affected by a decision —the council cannot be seen
to make an unbiased decision, or a decision, which objectively looks impartial,
if a councillor is closely connected with one of the parties involved. This type of
bias particularly concerns administrative decision-making, e.g. planning and
licensing decisions;

e Prior involvement - this sort of bias arises because someone is being asked to

make a decision about an issue which they have previously been involved with;

Commenting before a decision is made - once a lobby group or advisory body has
commented on a matter or application, it is likely that a councillor involved with
that body will still be able to take partin making a decision about it. However, this
is as long as they do not give the appearance of being bound only by the views of
that body. If the councillor makes comments that make it clear that they have
already made up their mind, they may not take part in the decision. If the
councillor is merely seeking to lobby a public meeting at which the decision is
taking place, but will not themselves be involved in making the decision, then they
are not prevented by the principles of predetermination or bias from doing so.

It is very difficult to find a form of words which conveys every nuance of these

situations and which gets the balance right between the duty to be an active local

representative and the requirement when taking decisions, to take account of all
arguments in an open-minded way. It cannot be stressed too strongly, however,

tha

t the striking of this balance is, ultimately, your responsibility as a councillor.

B. Predetermination or Bias and the Code

There is a difference between breaching the [Member] Code of Conduct and
being predetermined or biased. It is perfectly possible to act within the Code
and still cause a decision you were involved in, to be defective for
predetermination or bias. This is because if you render the decision of the
council unlawful due to predetermination or bias, this could reasonably be
regarded as bringing your council or your office into disrepute.

C. Find out more-ifyou are involved in planning and licensing decision-making, the

Probity in Planning Protocol and the Probity in Licensing Protocol offer further
guidance. Advice or clarification can be sought from the Head of Legal Services and
Monitoring Officer.

The golden rule is be safe —seek advice if in doubt before you act.
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11.12 PROTOCOL ON THE USE OF COUNCIL FACILITIES AND
RESOURCES BY COUNCILLORS

1.INTRODUCTION

1.1 The Council provides facilities and resources (e.g. IT equipment) to assist Members
in carrying out their duties as councillors or as holders of an office within the
Council..

1.2 The [Member] Code of Conduct states ‘You must, when using or authorising the use
by others of the resources of the Council, ensure that such resources are not used
improperly for political purposes (including party political purposes) and you must
have regard to any applicable Local Authority Code of Publicity made under the
Local Government Act 1986 and guidance on the Use of Resources by Councillors
within the Council’s Protocol.

1.3The Protocol explains the limitations placed on the use by Members, of the
Council’s facilities and resources.

2. USE OF FACILITIES AND RESOURCES

2.1 Members may use Council facilities and resources for political purposes, in
connection with the following business:

(a) holding ward surgeries;

(b) dealing with correspondence from constituents;
(c) communicating group activities;

(d) meetings between group members.

2.2The Council is prohibited from publishing any material of a party political nature
and Members should ensure that when using or authorising the use by others of the
Council’s facilities and resources, that such facilities and resources are not used
for purely political purposes and that the use of Council premises is restricted to
premises available to the public generally and paid for at the full hire costs.

2.3A Member’s use of Council facilities and resources must not extend to political
parties more generally. Use of Council owned premises for party political purposes
(where such meetings are used to further the political aims and objectives of the
party concerned) must be restricted to premises available to the public generally
and paid for at the full hire costs.

2.4The use by a Member, of any Council facilities and/or resources for purely political
purposes, including designing and distributing party political material produced for
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publicity purposes and support of any political party or group activity, elections and
campaigning, is likely to amount to a breach of the [Member] Code of Conduct.

3. PUBLICITY CODE

3.1The Code of Recommended Practice on Local Authority Publicity1 provides
guidance on a number of aspects of local authority publicity, covering the content,
distribution, advertising, cost, timing etc of publicity. The Council is required by

legislation2 to consider the Publicity Code in coming to any decision on publicity,
which is defined as any communication, in whatever form, addressed to the public
or a section of the public.

3.2The principle of objectivity requires the Council’s publicity to be politically
impartial. The Publicity Code acknowledges that a council has to be able to explain
its decisions and justify its policies, but this should not be done in a way that can
be perceived as a political statement or a commentary on contentious areas of
public policy.

3.3 The principle of even-handedness has the effect that the Council’s publicity can
address matters of political controversy in a fair manner and may contain links to
other political sites, or contain political logos on material hosted for third parties.
But the Council should ensure that publicity about it does not seek to affect
support for a single councillor or group. The Publicity Code does, however,
recognise that it is acceptable to associate publicity with a single member of the
Council.

3.4The onus is placed on individual Members to be aware of and ensure the Council
complies with the rules governing local authority publicity.

4. ELECTION PERIODS

4.1 Strict rules apply to Councillors’ communications and publicity during the election
period (which runs from the publication of the notice of election to the close of the
polls):

(a) the Chief Officer and Director of Corporate Services may find it necessary to
suspend the hosting of material produced by third parties, or to close public
forums to avoid breaching any legal restrictions;

(b) any Council publicity on controversial issues will not be published and any
views or proposals will not be reported in such a way as to identify them with
any individual Members or groups of Members;

(c) publicity relating to individuals involved directly in the election will not be
published, unless expressly authorised by or under statute;

(d) Members must not use their Council email address in any ward newsletters,
which contain election or campaigning material.
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4.2 The Council may publish factual information, which identifies the names, wards
and parties of candidates for election.

4.3 In general, the Council should not issue any publicity, w h i ¢ h seeks to influence
voters. However, this general principle is subject to any statutory provision, which
authorises expenditure being incurred on the publication of material designed to
influence the public as to whether to support or oppose a question put at a
referendum. It is acceptable to publish material relating to the subject matter of a
referendum, for example to correct any factual inaccuracies which have appeared
in publicity

! Published 31 March 2011
2 Section 2 of the Local Government Act 1986 (as amended)

produced by third parties, so long as this is even-handed and objective and does
not support or oppose any of the options which are the subject of the vote.

4.4 Council decision-making will continue as usual and decisions will be publicised.

4.5 Reactive publicity can include Councillors holding key political or civic positions, if
commenting in an emergency or a major news event outside the Council’scontrol.

5. PRIVATE/PERSONAL USE

5.1 As a general rule, facilities and resources paid for by the public purse and provided
for use in Council business, should only be used for Council business. However,
incidental personal use of Council facilities and resources is permissible, provided
that the use of any Council facility or resource is not purely in connection with
political purposes and there is no costto the Council nor any liability for the Council
arising from its use for secondary purposes, it is a matter for each individual
Member as to whether or not they use it for private and family purposes. Members
will however need to take into account any additional costs that may arise from
extending software licences and the replacement of equipment. Members must
also take into account security issues related to confidential information and the
processing and disclosure of information under the Data Protection Act 2018 and
UK GDPR.

5.2 Members are under an obligation to ensure that any secondary use of IT equipment
supplied by the Council is acceptable and appropriate and that such use does not
contravene the [Member] Code of Conduct, Council codes, protocols etc, the
Misuse of Computer Act 1990 and any other relevant UK legislation.

5.3 Councillors supplied with a Council computer and internet connection facilities,
must sign the Council’s standard agreement for the use of IT and comply with the
agreement.
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6. COMPLAINTS AND ALLEGATIONS OF BREACHES OF THIS PROTOCOL

Allegations of any failure to meet this Protocol must be made in writing, to the
Monitoring Officer. The Monitoring Officer will consider how the complaint or
allegation should be dealt with. At a minor level, this may be no more than
informally referring the matter to the Leader of the relevant party group. More
serious complaints may result in an investigation and a hearing before the
Hearing Panel.

7. OVERSEEING COMPLIANCE WITH THIS PROTOCOL

The Audit Board oversees compliance with this Protocol.

8. FURTHER GUIDANCE

Further advice or clarification can be sought from the Head of Legal Services
and Monitoring Officer.

Adopted by the General Assembly of the Council - 30.07.2007 [Min.No.55]
Reviewed and adopted by the Audit Board 13 May 2013 [Min.No.5] Reviewed
under Directors’ delegated authority - 29 June 2020

Reviewed under Directors’ delegated authority - 21 October 2022
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11.13 USE OF COUNCIL FACILITIES AND RESOURCES BY COUNCILLORS
FACTSHEET

The [Member] Code of Conduct states ‘You must, when using or authorising the use
by others of the resources of the Council, ensure that such resources are not used
improperly for political purposes (including party political purposes) and you must
have regard to any applicable Local Authority Code of Publicity made underthe Local
Government Act 1986 and guidance on the Use of Resources by Councillors within
the Council’s Protocol.

A. Will | be provided with facilities and resources to carry out my duties as a
Councillor? Yes - this may include access to IT equipment.

B. Can | use Council facilities and resources for political purposes?

No — if used for purely political purposes.

Yes, if the use could reasonably be regarded as likely to facilitate, or be conducive
to, the discharge of the Council’s functions or of the office to which you have been
elected or appointed e.g. use in connection with the following business:

holding ward surgeries;

dealing with correspondence from constituents;
communicating group activities;

meetings between group members.

a
b
(¢

(
(
(
(d

)
)
)
)

C. Can my use of Council facilities and resources extend to political parties more
generally?

No. You may only use Council owned premises for party political purposes (where
such meetings are used to further the political aims and objectives of the party
concerned) if restricted to premises available to the public generally and paid for
at the full hire costs.

D. Is the onus placed on me to be aware of and ensure the Council complies with
the rules governing local authority publicity? Yes — you must have regard to the
Code of Recommended Practice on Local Authority Publicity and not do anything
which would cause the Council or you to breach the Code e.g. it would not be
appropriate for you to use the Council’s resources for political purposes, including
party political purposes.

E. During the election period, can | publicise my Council email address in any
ward newsletters which contain election or campaigning material? No

F.Is my incidental personal use of Council facilities and resources permissible?
Yes - provided that the use is not purely in connection with political purposes, there
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is no cost to the Council nor any liability for the Council and you ensure that any
secondary use of IT equipment supplied by the Council is acceptable and
appropriate and that such use does not contravene the [Member] Code of
Conduct, Council codes, protocols etc, the Misuse of Computer Act 1990 and any
other relevant UK legislation.

G. Find out more - The Protocol for Use of Council Facilities and Resources by
Councillors offers further guidance. Advice or clarification can be sought from the
Head of Legal Services and Monitoring Officer.

Legal/Member Code of Conduct/FAQS/Use of Resources by Councillors October 2022

319



11.14 - LOBBYING FACTSHEET

A. What is lobbying? Lobbying and campaigning is the practice of influencing
decisions made by central and/or local government at a national or local level.
Councillors may be involved in a number of groups or campaigns, either as a member
of a particular interest group or as an individual.

B. Will | always have a prejudicial interest or be conflicted in other ways
because of my membership of a lobby or campaign group, particularly if |
campaigned on the issue as an individual, during an election campaign? No -
you will not automatically have an interest or be conflicted (through predetermination
or bias) in an item under discussion, just because you are a member of a lobby or
campaign group and/or have previously campaigned on the issue. You need to
consider the following factors in determining whether you have a prejudicial interest
or be conflicted in other ways:

(i) The nature of the matter to be discussed;

(ii) The nature of your involvement with the lobby or campaign group;
(iii) The publicly expressed views of the lobby or campaign group;
(iv) What you have said or done in relation to the particular issue.

C. When will my membership of a lobby or campaign group give rise to a prejudicial
interest?

If all of the following conditions are met:

. The matter being discussed, affects the lobby or campaign group’s financial position;
and

J Your interest affects you to a greater extent than Council Tax payers etc; and

J A reasonable member of the public with knowledge of the relevant facts, would

believe that your ability to judge the public interest would be impaired.

Note: A regulatory application, including a matter of consent or approval, licence,
permission or registration, made by the other authority/body, is considered to have an
impact upon the financial interests of that lobby or campaign group.

D. Can | participate in the discussion and vote on an item in which | have a
prejudicial interest? Only if you have been granted a dispensation to speak or to
speak and vote. Otherwise, you must withdraw from the meeting room during the
debate and not vote on the item.

Remember to declare at the beginning of the meeting, or as soon as you become
aware of the interest, the existence and nature of the interest and how the business
under consideration relates to your membership of the lobby or campaign group.

E. Do | need to consider whether my membership of a lobby or campaign group
raises other conflicts? Yes — although you may not have a prejudicial interest, you
may be conflicted because of actual or perceived predetermination or bias.
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F. Can | represent my constituents if | have a prejudicial interest or am conflicted
in other ways? Yes, by:

J making written representations - these should be addressed to officers;
. arranging for another Member to represent the views of your constituents.
. Find out more -The Probity in Planning Protocol and the Probity in Licensing Protocol

offer further guidance. Advice or clarification can be sought from the Monitoring
Officer or the Head of Legal Services.

Legal/Member Code of Conduct/FAQs on Code of Conduct/Lobbying FAQs
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11.15 - HOW TO DEAL WITH CONFIDENTIAL INFORMATION FACTSHEET

The [Member] Code of Conduct states 'You must be as open as possible about
your decisions and actions and the decisions and actions of the Council and should
be prepared to give reasons for those decisions and actions. You should have
regard to the guidance in the Council’s Protocol on the Release of Confidential
Information’.

A. What is ‘information’? Information is a broad term. It includes facts, advice and

opinions. It also covers written materials, including tapes, videos, CDs, DVDs and
other electronic media.

B. What is ‘confidential information’?

1. if the nature of the information is sensitive or personal, for example it is a business
secret;

2. ifitis information that you would expect people would want to be private;

if it was divulged in a way which implied it should be kept confidential;

4. if disclosing the information would be detrimental to the person who wishes to keep
it confidential;

5. If the Council, Cabinet or a Committee/Sub-committee/Board/Panel has agreed to
treat the information as exempt.

w

. When can confidential information be disclosed? When:

1. The person authorised to give it has given you consent to disclose it;

You are required by law to do so;

3. Thedisclosure is made to a third party in order to obtain professional advice, for
example a lawyer;

4. The disclosure is in the public interest.

N

. What does ‘in the public interest’ mean? Described as something that is of
serious concern or benefit to the public, not merely of individual interest. The public
interest does not mean ‘of interest to the public’ but ‘in the interest of the public’.
The term is not defined in law, so you will need to make a subjective judgment, in
which policy and legal interpretations are both involved to some degree.

. When can | ‘disclose confidential information in the public interest? You must

exercise caution before releasing information. Subject to you being able to justify
the disclosure in the public interest (see FAQ F below), information may be
disclosed where:

A criminal offence is committed;

The Council fails to comply with its legal obligations;

A miscarriage of justice occurs;

The health and safety of an individual is in danger;

The environment is likely to be damaged;

Information about any of the issues above is deliberately concealed.

R
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F. Must | justify disclosure of confidential information in the public interest? Yes
— disclosure will be justified when all of the following points are met:

1. The disclosure must be reasonable — this is a matter of judgment. However,
when making this decision, you should consider carefully why you want to
disclose the information, whether it is true, how serious the issue is and who to
tell; and

2. The disclosure must be in the public interest; and

3. The disclosure must be made in good faith — the disclosure will not be justified if it is
being made to promote your interests or is for political gain; and

4. The disclosure must first be made through the Council’s whistleblowing procedure or by
challenging the requirement for confidentiality by submitting a request under the
Freedom of Information Act 2000 or Environmental Information Regulations 2004.

G. When would a public interest disclosure not be justified? If the disclosure
would amount to a criminal offence or when information is protected by legal
professional privilege, it is unlikely that its release could be justified as being in the
public interest.

H. Find out more -The Protocol on the Release of Confidential Information offers
further guidance. Advice or clarification can be sought from the Monitoring Officer
or the Head of Legal Services.

Legal/Member Code of Conduct/FAQs/Release of Confidential Information FAQs

Legal/Member Code of Conduct/FAQS/Use of Resources by Councillors October 2022

323



	PART 11   OTHER
	11.1 Introduction
	11.2 - Environmental Information Regulations
	11.3 - E-Petitions
	11.4 – Guidance For Members on Outside Bodies
	11.5 - Councillors' guide to handling harassment, abuse and intimidation
	11.6 - An introduction to social media for councillors
	11.7 - Checklist for councillors - How can you most effectively use social media as a councillor?
	11.8  WORKING IN PARTNERSHIP - 2025 REGISTER
	11.9 DARTFORD BOROUGH COUNCIL - POLICY FOR INTERROGATING SOCIAL MEDIA FOR INVESTIGATIVE PURPOSES
	11.10 POLICY ON THE DISPOSAL OF SURPLUS AND UNDERUSED LAND AND PROPERTY OWNED BY THE COUNCIL
	1. AIMS OF THIS POLICY
	2.THE ‘SURPLUS’ TEST
	3. OTHER STEPS TO FACILITATE THE DISPOSAL PROCESS
	4.REFERENCES

	APPENDIX 1
	1. LEGAL POWERS
	2. Allotment Acts 1908 to 1950
	3. Charities Act 2011
	4. Housing Act 1985 (as amended)
	5. Local Government Act 1988 – Section 25
	6. Town and Country Planning Act 1990 – Section 233
	7. Subsidy Control
	8. Public Procurement

	APPENDIX 2
	11.11  PREDISPOSITION, PREDETERMINATION AND BIAS FACTSHEET
	11.12  PROTOCOL ON THE USE OF COUNCIL FACILITIES AND  RESOURCES BY COUNCILLORS
	1.INTRODUCTION
	2. USE OF FACILITIES AND RESOURCES
	3. PUBLICITY CODE
	4. ELECTION PERIODS
	5. PRIVATE/PERSONAL USE
	6. COMPLAINTS AND ALLEGATIONS OF BREACHES OF THIS PROTOCOL
	7. OVERSEEING COMPLIANCE WITH THIS PROTOCOL
	8. FURTHER GUIDANCE

	11.13 USE OF COUNCIL FACILITIES AND RESOURCES BY COUNCILLORS FACTSHEET
	11.14 - LOBBYING FACTSHEET
	11.15 - HOW TO DEAL WITH CONFIDENTIAL INFORMATION FACTSHEET

	OPTIONS



