DARTFORD

BOROUGH COUNCIL

PROTOCOL ON THE RELEASE OF CONFIDENTIAL
INFORMATION

1. INTRODUCTION

1.1 As a Member, you will have access to a great deal of information which is
confidential, either because it is personal information or because it is commercially
sensitive or it is information which would not otherwise be placed in the public
arena/domain. Information is a broad term. It includes facts, advice and opinions.
It also covers written materials, including tapes, videos, CDs, DVDs and other
electronic media. Council or committee reports issued to Members will clearly
indicate if they are deemed to contain confidential or exempt information.
Councillors may also receive other information from Officers which may be
confidential or private.

1.2 The handling of confidential information is an essential element in the relationships
of trust that should exist between Members, Officers and the public and a
mishandling of such information and/or its accidental or deliberate disclosure is
likely to damage trust as well as lead to formal proceedings being taken against
the Council, individual Members or Officers.

1.3 The Council is committed to the principles of openness and transparency.
However, in the practical application of these principles, you need to have regard
to legal obligations which, in some cases, may require information to be kept
confidential.

1.4 The [Member] Code of Conduct states “.......... You should have regard to the
guidance in the Council’s Protocol on the release of confidential information.’

1.5 Standing Order 51 sets down the rules which you must follow in relation to
inspection of and/or access to Council information. These rules are summarised in
para. 6 of this Protocol.

1.6 The Council has policies on data protection, freedom of information, environmental
information regulations, human rights and whistleblowing. = Other statutory
provisions may also be relevant to the disclosure of confidential information. You
should seek advice from the Head of Legal Services on the application of the law if
you are in doubt.

1.7 Information in documents held by the Council, belongs to the Council corporately
and not to individual Officers or Members.

1.8 This Protocol supplements the [Member] Code of Conduct.
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2. MEANING OF CONFIDENTIAL INFORMATION

2.1In order to ascertain whether information is confidential, it is important to
understand what is meant by a duty of confidence and how confidentiality can be
established.

2.2 A duty of confidence arises when one person (the ‘confident’) is provided with
information by another (the ‘confider’) in the expectation that the information will
only be used or disclosed in accordance with the wishes of the confider. This is
generally known as the common law duty of confidence.

2.3 There are various ways in which a person or the Council may be under a duty of
confidentiality (either explicitly or implied), such as:

(i) if the relationship is inherently confidential e.g. between client and lawyer.

(i) if the relationship is personal e.g. it is between colleagues in circumstances
that suggest an expectation of confidentiality.

(iii) if the source of the information will be put at risk if identified e.g. whistle
blowers.

(iv) if it concerns personal and sensitive data about an individual.

2.4 Confidentiality is unlikely to be established where the information is already known
to a wide circle or is in the public domain.

2.5 Information which at one time was to be treated as confidential may subsequently
cease to be confidential by passage of time or where, in the case of exempt
Information, the relevant meeting did not resolve to exclude the press and pubilic.

2.6 Confidentiality can be agreed either verbally or in writing. However, it is not
necessary for the person who supplied the information to have stated expressly
that the information is confidential. For example, the fact that correspondence is
not marked ‘confidential’ does not necessarily prevent it from being confidential. In
many cases, the fact that the information is confidential may be inferred from the
subject matter and the surrounding circumstances.

2.7 With the consent of the ‘confider’, confidentiality can be set aside.

281t may be difficult to establish that a confidentiality agreement existed
retrospectively. This is especially true if there is little or no evidence of an attempt
having been made to restrict or protect the information at the time the information
was given, but, as outlined in para. 2.3 of this Protocol, some relationships are
inherently confidential and in those circumstances, confidentiality may well be
implicit, rather than explicit.

2.9 Confidential information in the committee agenda context

The meaning of the term ‘confidential’ in the committee agenda context, is very
restricted and tightly defined in law and will relate to information which has been
supplied to the Council by a government department upon terms which prevent its
disclosure to the public, or information which by law, is prohibited from being
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3.

disclosed to the public. The public and press must be excluded from meetings
where such information is being considered.

MEANING OF EXEMPT INFORMATION

3.1 Exempt information comprises information:

e relating to an individual;
which is likely to reveal the identity of an individual;

e relating to the financial or business affairs of any particular person (including
the authority holding the information);

e relating to any consultations or negotiations or contemplated consultations or
negotiations, in connection with any labour relations matters arising between
the authority or a minister of the crown and employees of, or office-holders
under, the authority;

e in respect of which a claim to legal professional privilege could be maintained
in legal proceedings;

e which reveals that the authority proposes to give under any enactment a notice
under or by virtue of which requirements are imposed on a person, or to make
an order or direction under any enactment;

e relating to any action taken or to be taken in connection with the prevention,
investigation or prosecution of crime.

3.2 Reports in Part Il of a committee agenda (referred to as ‘the pink items’) will relate

4.

to exempt information matters which remain confidential until the Proper Officer
(i.e. the Strategic Director (Internal Services)) considers the public interest test and
decides that it is in the interests of the public to release some or all of the
information. In practice, this exercise is undertaken at the time the report is drafted
and/or following a specific Freedom of Information or Environmental Information
Regulations request.

The public and the press may be excluded from a meeting where exempt
information is being considered.

OTHER CONFIDENTIAL INFORMATION

4.1 It would be a mistake to consider that it is only ‘confidential information’ or ‘exempt

information’ as defined in the legislation that should be protected from disclosure.
Information other than that which is to be discussed at, or is the subject of a report
to, a committee meeting may be provided to you in confidence.

4.2 Information provided expressly ‘in confidence’ to you (whatever words are used to

5.

describe its confidential nature), should be treated as confidential information. An
example might include sensitive legal, personal or financial information provided to
you by Officers outside the context of a formal committee meeting, or sensitive
personal information provided to you by a constituent. You must not pass on such
information to third parties (such as constituents, colleague councillors or the
press).

WHEN IS INFORMATION LIKELY TO BE CONFIDENTIAL?

5.1 Generally, the confidentiality or otherwise of information needs to be considered in

the context of individual circumstances. By way of indicative guidance, the
following categories of information would normally be treated as confidential:
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(a) Where there is a legal restriction on the disclosure of information for example
under the Data Protection Act 2018, contractual obligations, a court order or
pending legal proceedings covered by the sub judice rule.

(b) All reports that are in Part Il of committee agendas (refer to paras. 2.10 and 3
of this Protocol).

(c) Where information is supplied to a Member by an Officer or other person in
confidence.

(d) Matters concerning terms and conditions of employment of individual Officers
or pending grievance or disciplinary proceedings.

(e) Matters concerning details of commercial negotiations.
(f) Personal information concerning an individual.

(g) Information protected by legal professional privilege (i.e. arising from a
relationship of lawyer and client).

(h) Information which, given its nature, timing and context is such that a
reasonable person would consider it to be confidential.

(i) Information relating to the business of working groups (there is a presumption
that the business of working groups is confidential).

(j) Where the disclosure of information would normally tend to have a detrimental
effect on the interests of the Council, the service users or third parties involved.

(k) Information concerning legal proceedings.

5.2 Council proceedings and printed material are generally open to the public. This

6.

should be the basis on which Members normally work, but there may be times
when Members will be required to treat discussions, documents or other
information relating to the Council in a confidential manner, in which case they
must observe such requirements for confidentiality.

YOUR RIGHT AS A MEMBER TO ACCESS CONFIDENTIAL INFORMATION

6.1 The Council has a general commitment to openness. Your access to information

and documents is therefore restricted only where there is a good reason for doing
SO.

6.2 You will often receive information of a private nature which is not yet public or

which perhaps would not be intended to be public. There are provisions in
legislation on the categories of confidential and exempt information and you must
always respect and comply with the requirement to keep such information private.
Legislation gives you certain rights to obtain information not otherwise available to
the public and you are entitled to exercise these rights where the information is
necessary to carry out Council duties. Such information is, however, for your
individual use as a councillor and must not be disclosed or in anyway used for
personal or party political advantage or in such a way as to discredit the Council.
This will also apply in instances where you hold the personal view that such
information should be publicly available.
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6.3 You have a statutory right of access to documents concerned with business about
to be transacted at a meeting of the Council, Cabinet, a Committee, Sub-
committee, Board or Panel. This right can only be exercised before the matter is
considered at the meeting and relates to items that are ‘to be considered’ at the
meeting. The papers of working parties are not covered by this statutory right.

6.4 You have a common law right to access information on a ‘need to know’ basis.
This entitles you to access information or documents that are reasonably
necessary to enable you to discharge your functions as a Councillor. This would
cover your role as a member of committees, sub-committees or working groups, as
well as positions to which you are appointed by the Council and in the undertaking
of your ward Councillor responsibilities. The right is limited to a ‘need to know’ and
a mere curiosity or desire to know is not sufficient. The courts have also held that
as a Councillor, you have no right to a ‘roving commission’ to examine the books or
documents of the Council.

6.5 One aspect of the ‘need to know’ principle is proportionality. In asking for
information and documents, you need to ensure that what you are asking (in terms
of volume of documents, time needed to locate, research and collation of the
information etc.), is commensurate to your ‘need to know’.

6.6 An Officer receiving a request for information from you, is entitled to know the
reasons why the information is needed, so that a proper assessment of the ‘need
to know’ can be made. Where you are dissatisfied with the Officer response, you
may refer the matter to the Strategic Director (Internal Services) for a review. The
Strategic Director (Internal Services)’s decision will be final.

6.7 You cannot demand to see a document which relates to business not yet due to
come before a committee meeting. You have no automatic right to see documents
which are in draft form and/or which are intended for future publication.

7. WHEN IS A MEMBER SUBJECT TO THE DUTY OF CONFIDENTIALITY UNDER
THE [MEMBER] CODE OF CONDUCT?

7.1 The duty of confidentiality under the Code applies only when you are acting in an
‘official’ capacity. The information must therefore have been received and/or
disclosed by you in your role as a Councillor. This should however not be
interpreted as meaning confidential information which has been received in your
role of Councillor, can be disclosed with impunity in a private capacity.

7.2 The duty under the Code is not limited to information supplied by Officers or the
Council - it also covers information given to you in your capacity as a Councillor, by
any person.

7.3 Where you are under a duty of confidentiality, you cannot disclose confidential
information, except in a defined range of circumstances and subject to a number of
requirements.

7.4 The defined range of circumstances
Subiject to the requirements detailed in para. 7.5 of this Protocol:

7.4.1 The first defined range of circumstances is that before disclosing confidential
information, you must have the consent of the person authorised to give it.
This would normally be the author of the document or the Director or a Senior
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Officer of the Department for the area of service. In appropriates cases, the
Chairman of the relevant committee may need to be consulted.

7.4.2The second defined range of circumstances is that you may disclose
confidential information if you are entitled by law to do so e.g. by a court
order.

7.4.3The third defined range of circumstances is that you may disclose
confidential information to a third party e.g. a lawyer for the purpose of
obtaining professional advice provided that the third party agrees not to
disclose the information to any other person.

7.5 The requirements

7.5.1 The first requirement that the disclosure must be reasonable, requires you to
consider matters such as:

= whether you believe that the information disclosed and any matters
contained in it, is substantially true. If you do not believe this, then the
disclosure is unlikely to be reasonable;

= if the disclosure is made for personal gain e.g. where you are paid to
disclose the information, the disclosure is unlikely to be reasonable;

= the identity of the person to whom the disclosure is made: it may be
reasonable to disclose information to the police or to an appropriate
regulator. It is less likely to be reasonable for you to disclose the
information to the world at large through the media;

= the extent of the information disclosed: the inclusion of unnecessary detail,
and in particular, private matters such as addresses or telephone numbers,
is likely to render the disclosure unreasonable;

= the seriousness of the matter - the more serious the matter, the more likely
it is that the disclosure will be reasonable;

= the timing of the disclosure - if the matter to which the disclosure relates
has already occurred and is unlikely to occur again, the disclosure is less
likely to be reasonable than if the matter is continuing or is likely to re-
occur;

= whether the disclosure involves the Council failing in a duty of confidence
owed to another person.

Points to remember

= You must not disclose confidential information merely to make political
capital/gain.

= Disclosure of confidential information to the press is rarely justified.

= You should have regard to your fiduciary duty to the Council and council
taxpayers and that you have joint responsibility to avoid the disclosure of
information of a commercially sensitive nature.

= Confidential information gained by you in connection with pending or
ongoing litigation should not be disclosed under any circumstances, as this
would amount to a breach of trust.

7.5.2 The second requirement that the disclosure must be in the public interest,
needs to involve one or more of the following matters or something of
comparable seriousness that has either happened in the past, is currently
happening, or is likely to happen in the future:
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(@) a criminal offence is committed.

(b) the Council or some other person fails to comply with any legal
obligation to which they are subject.

(c) a miscarriage of justice occurs.

(d) the health or safety of any individual is at risk.

(e) the environment is likely to be damaged.

(f)  that information tending to show any matter falling within (a) to (e), is
deliberately concealed.

Points to remember

= ‘Public interest’ has been described as something that is of serious concern or
benefit to the public, not merely of individual interest. The public interest does
not mean ‘of interest to the public’ but ‘in the interest of the public’. The term is
not defined in law, so you will need to make a subjective judgement, in which
policy and legal interpretations are both involved to some degree.

= Because of the implications associated with releasing confidential information
e.g. risk to an individual, risk to commercial negotiations etc, any decision to
release such information has to be made with great care. In evaluating the
effect of disclosing confidential information, it will be necessary for you to
consider the full context of that disclosure, and to make a risk assessment of
the disclosure. Therefore:

a. identify the relevant public interest factors;

b. list the factors for and those against releasing the information;

c. evaluate the relevant public interest factors, e.g. no weight, minimal weight,
moderate weight or considerable weight;

d. determine where the balance lies.

7.5.3 The third requirement that disclosure is made in good faith, will not be met if
you act with an ulterior motive, for example to achieve a party political
advantage or to settle a score with a political opponent.

Points to remember
* The law defines good faith as a state of mind consisting in:

(1) honesty in belief or purpose;

(2) faithfulness to one’s duty or obligation;

(3) observance of reasonable commercial standards of fair dealing in a given
trade or business; or

(4) absence of intent to seek unconscionable advantage.

= In law, the consensus is that someone does something ‘in good faith’ when
they do it honestly and with no ulterior motive.

= |t would be prudent for you to balance any risk against the merits of disclosing
confidential information. You may believe that you act ‘in good faith,” in that
you genuinely believe it is in the public interest to disclose certain information
(such as personal information about individuals or commercially sensitive
information about companies) where on a more objective test, it may not be in
the public interest. An example might be the disclosure of the address of a
housing benefit claimant or suspected paedophile.

= You must never release confidential information for personal gain, reward or
motive.
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7.5.4 The fourth requirement that you comply with the reasonable requirements of the
Council, means that before making the disclosure, you must comply with the
Council’s policies or protocols on matters such as data protection, freedom of
information, human rights, whistleblowing and this Protocol (refer to para.8 of this
Protocol for the procedure to be applied before you disclose confidential
information).

Points to remember

= Never allow your party political interests to override the interests of the Council
and council tax payers in the way that you deal with access to or the disclosure
of confidential information.

= Just because communication is not labelled ‘confidential’, you should not
assume that it is for general release. You should always consider the
circumstances.

= Don’t take risks.

8. PROCEDURE TO BE APPLIED BEFORE DISCLOSING CONFIDENTIAL
INFORMATION

8.1 Where any of the defined range of circumstances do not apply (para. 7.4 of this
Protocol), you must not disclose confidential information unless you have first:

(i) challenged the requirement for confidentiality, by submitting a Freedom of
Information/Environmental Information Regulations request to the Freedom of
Information Officer; or

(i) made the disclosure under the Council’'s Whistleblowing Policy having first
applied the range of requirements referred to in paras. 7.5.1 to and including
7.5.3 of this Protocol.

9. COMPLAINTS AND ALLEGATIONS OF BREACHES OF THIS PROTOCOL

Allegations of any failure to meet this Protocol must be made in writing, to the
Monitoring Officer. The Monitoring Officer will consider how the complaint or
allegation should be dealt with. At a minor level, this may be no more than
informally referring the matter to the Leader of the relevant party group. More
serious complaints may result in an investigation and a hearing before the Hearing
Panel.

10. OVERSEEING COMPLIANCE WITH THIS PROTOCOL
The Audit Board oversees compliance with this Protocol.
11. FURTHER GUIDANCE

Further advice or clarification can be sought from the Monitoring Officer or the
Head of Legal Services.

Adopted by the Standards Committee — 03/10/2007 [Min.No.25]
Reviewed and adopted by the Audit Board 13 May 2013 [Min.No.5]
Reviewed under Directors’ delegated authority- 29 June 2020
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